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Abstract

Nowadays, Virtual Reality (VR), Augmented Reality (AR) and Mixed Reality (MR)
systems are not exclusively associated with the gaming industry. Their potential is also
useful for other business areas such as healthcare, automotive, and educational domains,
based on gathered statistics. Companies need to accompany technological advances and
enhance their business processes and thus, the adoption of VR, AR or MR technologies
could be advantageous in reducing resource usage or improving the overall efficiency of
operations. However, before implementing these technologies, companies must be aware of
potential cyberattacks and security risks to which these systems are subject. This study
presents a survey of attacks related to VR, AR and MR scenarios and a risk assessment
based on the ISO 27005 methodology when considering healthcare, automotive, educa-
tion, and gaming industries. The main goal is to make companies aware of the possible
cyberattacks that can affect the devices and their impact on their business processes. This
classification intends to guide the companies that want to implement VR, AR and MR
systems in their operations. They will be aware of the possible cyberattacks that can
affect the devices and their risk level in their business domain. Proofs of concept for De-
nial of Service and Jamming attacks targeting HoloLens and other VR and AR devices,
along with a vulnerability found in the authorization method used in the HoloLens’ Device
Portal tool, are presented in this study. The motivation behind this project is to raise
awareness among companies about potential vulnerabilities in these devices and how they

can impact their business processes enabling them to apply effective mitigation methods.

Keywords: Virtual Reality, Augmented Reality, Mixed Reality, Cyberattacks, Vul-

nerabilities, Risk Assessment.



Resumo

Nos dias de hoje, os sistemas de Realidade Virtual (VR), Realidade Aumentada (AR)
e Realidade Mista (MR) j& nao estao exclusivamente associados & industria dos jogos. De
acordo com as estatisticas apresentadas pela Finances Online, o potencial destas tecnolo-
gias também pode ser aplicado noutras areas de negdcio, como satide, industria automével
e educacao. As empresas tém a necessidade de acompanhar os avancos tecnolégicos, sendo
a adocao das tecnologias VR, AR ou MR vantajosa para reduzir o consumo de recursos
ou melhorar a eficiéncia geral das suas operacoes. No entanto, antes de implementar estas
tecnologias, as empresas devem estar cientes dos potenciais ataques e riscos aos quais esses
sistemas estao sujeitos. Este estudo apresenta um levantamento de ataques que afetam
sistemas de VR, AR e MR, bem como uma avaliagdo de riscos com base na metodologia
ISO 27005, considerando as industrias de saide, automével, educagao e jogos. O principal
objetivo é sensibilizar as empresas para os possiveis ciberataques que podem afetar os
dispositivos e o impacto que os mesmos podem trazer para os seus processos de negdcio.
Desta maneira terao o conhecimento sobre o nivel de risco associado ao seu dominio de
negécios. Neste estudo, sao também apresentadas provas de conceito para os ataques de
Denial of Service e Jamming direcionados aos HoloLens e outros dispositivos de VR e
AR. E ainda descrita uma vulnerabilidade encontrada no método de autorizacao na ferra-
menta Device Portal dos HoloLens. A motivacao deste estudo é alertar as empresas para
as potenciais vulnerabilidades nestes dispositivos e como estas podem impactar os seus
processos de negocio. Desta maneira, conseguem aplicar métodos de mitigagao para os

1mesmeos.

Palavras-chave: Realidade Aumentada, Realidade Virtual, Realiadae Mista, cibera-

taques, vulnerabilidades, classificacao de risco.
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Chapter 1

Introduction

Virtual Reality (VR) systems are used to create a virtual environment, which can
either be a simulation of the real world or a fictional one, where the user can interact with
its components. During the experience, the user is completely immersed in the virtual
world losing the perspective of the real one [9]. Contrarily, in Augmented Reality (AR)
systems, the user does not lose the real-world perspective since virtually generated objects
are integrated into the user’s worldview [17]. Mixed Reality (MR) is a combination of VR
and AR specifications. It complements the real world where the user can interact with
virtual components displayed over his view [12].

The use of VR and AR systems is highly associated with the gaming industry. However,
over the years and due to its potential, it has been applied in other areas of business such as
healthcare, the automotive industry, and education [2, 7]. According to Finances Online
[1], in 2023, the VR and AR systems were considered more useful in the gaming industry,
achieving a 61% score in utility. Healthcare, education, and automotive industries also

achieved relevant scores of 41%, 41%, and 23% in utility, respectively.

1.1 Domains of application

For the context of this work, four domains were chosen that might benefit from the
implementation of VR and AR systems. The selection relies on the analysis made by
the Finances Online that identifies the gaming, healthcare, automotive, and education

industries as those that may profit the most from the implementation of VR and AR
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Chapter 1. Introduction

technologies in their business process, achieving a 61%, 41%, 41%, and 23% score in

utility, respectively (see Figure 1.1).

100%
80% |- 8
61
60% [~ [ a
41 41
40% a
23
20% [ H 8
0% ! ! ! [
Gaming Healthcare Automotive Education

Figure 1.1: VR/AR utility values per domain (adapted from [1])

Their analyses rely on the benefits and barriers associated with the adoption of these
technologies by companies. Regarding the positive aspects, they considered the unique ex-
periences provided by these technologies, which allow for simulated training and mirroring
experiences, remote work, gathering important data by tracking voice, gestures and eye
movement, and providing an interactive experience that enhances the user’s productivity
and creativity. However, Finances Online also pointed out the disadvantages of adopt-
ing these products, citing technical problems, lack of content, and customer reluctance to
adopt the product as the top reasons for not embracing these technologies. Nevertheless,
they consider the positive aspects to be considerably more when compared to the negative
aspects.

The adoption of VR and AR enables companies to offer an interactive way for employ-
ees to perform their tasks, providing guidance on how to perform them while monitoring
their progress. Figures 1.2 to 1.5 depict typical scenarios of the system usage for the 4
identified domains (healthcare, automotive, education and gaming industries).

Figure 1.2 depicts a common gaming domain. Here, the user purchases a VR, AR
or MR headset and enjoys the immersive experience in the safety of his home where the
network is private and only authorized people can establish a connection to the network

[78).
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Chapter 1. Introduction

Game enviroment

Domestic Headsets
User

X—pa -

Figure 1.2: Gaming Scenario

Figure 1.3 depicts the healthcare domain. Here, VR systems are used in a therapeutic
context. The headsets simulate an environment adapted for a specific therapy or treatment
addressing both physical and psychological issues [76, 6]. These systems offer an interactive
and cost-effective approach for healthcare institutions to conduct therapy sessions. One
notable application of these technologies in healthcare is the use of serious games. In these
games, the patient is supposed to do some predefined tasks but in a fun way to motivate
the continuation of the treatment [85]. While the patient is performing the requested
tasks, a professional is monitoring his performance from the computer that receives the
headset data either from the network communication or cable connection, according to the
used headset [54]. The sessions are carried out in a health institution where the network

is private.

r 1
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! 1
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I i I
! 1
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! Patient Headsets Computer Nurse 1
! 1
Lo |
Healthcare

Figure 1.3: Healthcare Scenario

Figure 1.4 depicts the automotive industry. Here, the adoption of VR, AR and MR
technologies is growing and has shown positive feedback [14]. These technologies can be
used to develop a virtual training environment for new employees or students to practice

their tasks before transitioning to a real factory setting. This implementation has proven
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Chapter 1. Introduction

to be an efficient way to provide training that leads to cost reduction for the company [34].
For instance, in this domain, a trainee uses the headset to receive guidance on performing
vehicle repairs. This approach eliminates the need for actual equipment and reduces the
necessity of having a professional technician present during training. The network is also

private in the industrial domain [43].

Simulation to repair vehicles

Trainee Headsets
Operator

i—»sa m

Automotive
industry

Figure 1.4: Automotive Scenario

Finally, these VR,AR and MR systems can also used to enhance the student’s experi-
ence in a classroom setting [47, 79], as can be seen in Figure 1.5. Here, these technologies
are employed to provide students with additional resources and interactive learning expe-
riences within a virtual environment. They contribute to the better perception of some
concepts, allowing for a more accurate experience and thus motivating students to keep
learning. Students use headsets to access a multiplayer educational environment where
they can learn and interact with each other. The teacher can manage their progress and

have feedback on the tasks performed. The network in the institution is public [13, 19].

r
1
e - - L !
' : 1
1 Headsets ! Multiplayer educational 1
1 : environment
' : 1
o —pa—
. ; : / !
1 Headsets ' 1
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1 e
! o —pg-- :
1
! Headsets 1
o e e o e e e e

Education

Figure 1.5: Education Scenario
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Chapter 1. Introduction

1.2 Problem Statement and Motivation

The implementation of new technology requires additional considerations concerning
the existence of security flaws and how these can affect the final users. Some vulnerabilities
in VR, AR and MR systems have already been reported. An example is an attack presented
in [18], named chaperone attack, where it is possible to manipulate the VR walls to
make the virtual space appear larger or smaller and, with such alterations, the user loses
perception of his real space. A security flaw that impacts systems mainly used in the
gaming sector may not be as critical as if it affects devices used in healthcare. In healthcare,
the impacts can cause significant damage to the users, since it is applied to individuals
who are physically or psychologically more vulnerable.

This study presents a survey of attacks related to VR, AR and MR scenarios and their
impact on different domains of application, namely the healthcare, automotive, gaming and
education domains. A risk assessment considering the likelihood and the impact was also
conducted to determine a more precise risk that each attack brings to a specific domain.
The result of the work herein can help develop future products by making them aware of
potential cyberattacks and security risks, guiding these developments in producing better

products.

1.3 Objectives

The primary objective of this work is to classify the risk of vulnerabilities affecting VR,
AR, and MR systems so that companies and institutions intending to implement these
technologies in their business processes be aware of the potential attacks that can affect
these systems and the associated consequences of a successful attack. As such, this study

has the following objectives:

e Research and define which domains benefit the most from the application of VR,
AR, and MR technologies. Define, for each business, an application domain, and its

characteristics, which will be used in the risk assessment process.

e Conduct a survey of reported attacks for VR, AR, and MR systems. From these

studies, gather information on the attack definitions, the systems affected, the head-
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Chapter 1. Introduction

sets used, and the intent of the attack. All these parameters are important for the

final risk assessment discussion.

e Define attack classification per likelihood and impact. For each attack, a level of
likelihood and impact is assigned depending on the domain in which it is applied.

Finally, risk is calculated using the formula of multiplying likelihood by impact.

e Classify the risk for each domain, highlighting the attacks with the highest associated
risk and the domains that should pay closer attention to these vulnerabilities as they

can have a permanent impact on their business process.

e Define proofs of concept for some of the attacks/vulnerabilities identified on VR, AR

and MR systems in order to understand how they can affect the defined domains.

1.4 Contributions

The herein resulted in the following list of scientific contributions:

1. T. Silva, S. Paiva, P. Pinto and A. Pinto, ” A Survey and Risk Assessment on Virtual
and Augmented Reality Cyberattacks” in proceedings of the 30th International Con-
ference on Systems, Signals and Image Processing (IWSSIP), Ohrid, North Macedo-

nia, 2023, pp. 1-5, doi: 10.1109/IWSSIP58668.2023.10180290.

2. T. Silva, S. Paiva, P. Pinto and A. Pinto, ” A Survey and Risk Assessment on Virtual
and Augmented Reality Cyberattacks,” SASYR - 3rd Symposium of Applied Science

for Young Researchers, July 11th 2023, Barcelos, Portugal.

3. Report of the Denial of Service attack in HoloLens 1 and 2 to Microsoft, on the

Microsoft Security Response Center platform. MSRC Case: 84652.

1.5 Organization

The dissertation is organized as follows. Chapter 2 makes a contextualisation of the
concepts and methodologies used during this study. Chapter 3 presents the methodology

used for the systematic research review. It also provides a summary of selected articles that
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present attacks on VR, AR, and MR systems, and some studies proposing novel tools and
methodologies to mitigate attacks on these systems, with the majority aimed at making
authentication methods more secure. Chapter 4 presents the processes of Establishing
Context, Analyzing Risk, and Risk Classification while using a methodology based on
the ISO 27005 standard. Chapter 5 presents proofs of concept for some of the identified
attacks/vulnerabilities. For each attack, the attack’s architecture is defined, explaining
how it works in general and its objective. Results obtained by applying these attacks
to different VR, AR, and MR devices are presented. Finally, proposals for methods to
mitigate these vulnerabilities are provided. The last chapter, Chapter 6 presents the main

conclusions and future work.
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Chapter 2

Backgroud

The background section is divided into three subsections. Section 2.1, presents the
architectures of VR, AR, and MR systems, their specifications, and how they operate.
Next, in Section 2.2, a list of cyberattacks collected during the study, how they work,
and their specifications, as well as the articles where they were referenced, is presented.
Finally, Section 2.3 presents the ISO 27005 methodology that was used as the basis for
the adopted risk assessment process. This process involves six phases, which include
establishing context, identifying risk, analyzing risk, evaluating risk, treating risk, and

monitoring and reviewing risk.

2.1 Virtual, Augmented and Mixed Reality systems

VR, AR, and MR systems are used to enhance the user’s experience by adding com-
puted components into real-world views or by creating an immersive virtual environment.
The use of these technologies is highly associated with the gaming industry, offering gamers
a unique experience. However, over the years, these technologies have proven to be use-
ful in other areas of business, [56]. According to the statistics from Finances Online!
in 2023, the healthcare, automotive, and education industries have also benefited from
implementing these devices in their business process models.

VR systems are used to create virtual environments that simulate either the real

world or fictional scenarios. During the experience, users are completely immersed in

Thttps://financesonline.com /virtual-reality-statistics/
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Chapter 2. Backgroud

the virtual scenario, losing the perception of their physical surroundings. This concept is

R A
xxxo
"4 N
Network Desktop

re el —

i /VR headsets
=™\ g

Controllers

illustrated in Figure 2.1.

> Virtual Enviroment

Figure 2.1: Virtual Reality systems

There are 3 types of virtual reality systems [81]. Tethered systems need to be connected
to a high-powered computer or gaming console to produce virtual content, although they
limit the user’s movement, this type of system allows users to have experiences with higher
graphic quality without the device running out of battery. Higher processing power and
higher frame rates result in better graphics. These are the most expensive VR systems and
the user needs a computer capable of reproducing the content and additional hardware to
capture the user’s movements [5]. An example of this system is the HTC Vive Cosmos
[35].

Another system option is the Standalone. These systems do not need to be connected
to a computer to function or to share on a screen what the user is seeing. Motion capture
is done through cameras and sensors built into the headset, so no additional hardware
is needed. These systems give the users more freedom to move around the space, but
their battery capacity is very limited. Most standalone headsets allow them to function
like tethered ones by installing the necessary tools [68]. An example of this system is the
Oculus Quest 2 [58].

Finally, it is also possible to experience VR environments through a Smartphone. This
is the cheaper system because the users only need to acquire a VR support structure and
their smartphone. This is a good option for those who have never used virtual reality
systems and want to have an experience before buying a more expensive system. As
expected, the quality of the experience is not as good as in the previous systems [67]. An

example of this system is the Google Cardboard [31].
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Chapter 2. Backgroud

The VR systems are composed of the following components:

e Head-mounted Display (HMD): This acts as a core component of the VR sys-
tem. The device displays the virtual environment and may have integrated motion

sensors to collect data from the environment and the user’s movements.

e Input Device: This is used to interact with the virtual environment. The most
common input devices are Infrared controllers, which simulate the user’s hand move-

ments. Many VR devices can also identify hands and support voice controls.

e Computer or Console: To reproduce virtual environments, it’s necessary to have
a computer or game console with high processing power, so that the quality of the

experience is not affected.

e Tracking system: The VR system has devices to keep track of the user’s orientation
and position to adjust the virtual content to their movements. This tracking can be
performed by sensors built into the HMD or by external sensors placed around the

user’s space, depending on the HMD brand.

e Audio system: To give the user a sense of immersion, VR combines the Three-

dimensional (3D) environment with spatial audio.

Software: Specific software is necessary to develop immersive experiences.

As depicted in Figure 2.1, users need to wear a headset to access and interact with
the virtual environment. This device includes functions such as displaying the virtual
scenario, reproducing sounds, and collecting relevant data through sensors. These sensors
can either be incorporated into the headset or used as supplementary hardware placed
around the user’s space. Interactions within the virtual environment can be achieved
through controllers, gestures, and voice commands recognized by the sensors. Headsets
can be connected via a network connection or using a cable. This connectivity allows for
features such as screen sharing and software installation, depending on the brand of the
headset.

AR systems display virtual computed objects, sounds and other components in the

user’s real-world view using a device, as shown in Figure 2.2. For this type of experience,

Page 10 of 82



Chapter 2. Backgroud

the user can use a smartphone or AR glasses. AR systems can be used for various business
areas, as mentioned in Section 1.1. These systems can be used for different purposes.
Some examples include Image Tracking systems, where the system is trained to recognize
specific objects and patterns from various angles to project a computational object onto
that object, allowing the user to view it from different positions [21]. The Location-based
system displays computational content in the user’s view based on their GPS position
[15]. In the mobile game Pokemon Go, where there is a representation of the real world
using a location-based system, animated Pokemon appear to the user, who can interact
with them [63]. The World tracking system is more precise and adjustable than previous
systems. First, the algorithm creates a mesh map of the space, recognizing its key points.
This type of AR utilizes the camera and sensors like the gyroscope and accelerometer to
position virtual content accurately. While the user uses the system, the algorithm identifies
locations and overlays virtual components on his view [28]. Spatial tracking systems are
a combination of image and world tracking specifications. With this system, it becomes
possible to recognize a space through image tracking and then display a comprehensive
computed vision of the place based on the previously defined mesh map [42]. The AR
experience also allows the tracking of objects, faces, and human bodies. Object tracking
systems enable users to analyze object specifications and components. The algorithm
identifies the object and displays a 3D replica with the object’s specifications [46]. Face
tracking systems are used to recognize human facial morphology and expressions, enabling
the display of adjustable virtual components that respond to facial movements. These
systems are commonly used to create face filters, for example, [24]. Body tracking systems
follow a similar methodology as face tracking. The algorithm is trained to identify body
morphology and display computed content over key points of the body [64].

Figure 2.2 presents the functionality and components of an AR system. In this system,
the user’s device captures and analyzes real-world images, movements, and characteristics.
The AR system processes this data to generate virtual objects and integrate them into
specific locations. Users can interact with these virtual objects, which are seamlessly
integrated into the real-world image. Depending on the system’s purpose, internet access
may be required for image processing and downloading the final virtual objects.

The AR systems are composed of the following specifications [10]:
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R 2

oxxo
"4 N
Network

% -
v «—>
Virtual objects é}

User
Real world

Figure 2.2: Augmented Reality systems

e Input Device: This device collects information through the camera and sensors,

serving as a central point of reference in the AR environment.

e Tracking system: This function keeps track of the device’s location and position

relative to the real world. It is responsible for detecting changes in the user’s position.

e Software and Algorithms: The software processes all the information collected
by the input device and tracking system. It is responsible for generating accurate

virtual content.

e Display: A screen that presents the user’s real-world view of the computed compo-

nents.

MR systems utilize headsets to display virtual objects over the user’s view of the real
world. They combine components from both VR and AR systems. With these headsets,
users can simultaneously observe the real world and interact with virtual components.

Since MR systems are a combination of VR and AR specifications, their components

are the following [70].

e Input Device: In MR systems, users can interact with the virtual environment via

voice, gestures, and controller commands.

e Tracking: Like the previous systems, MR also integrates tracking of the user’s
position and orientation and its surroundings to display the virtual computed objects

in the right place.
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e Software and algorithms: Specific software is necessary to create MR experiences.
Similar to AR systems, MR algorithms are capable of recognizing objects and spaces

to place virtual content over the user’s view.

e Display: The virtual content is displayed over the user’s real-world view via MR
headsets or glasses. Similar to VR, a quality screen and sensors are necessary for

these headsets to create the best experience for the user.
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Figure 2.3: Mixed Reality systems

Figure 2.3 illustrates this concept. The headsets capture information about the real
world, including voice and gesture commands produced by the user, which are then pro-
cessed by the MR system. This MR experience provides an integration of the virtual
and real worlds, creating a unique sense of complementation. Users can connect to the

headsets via Wi-Fi or cable connections.

2.2 Cyberattacks

The first goal defined for this work is to collect reported cyberattacks targeting VR, AR,
and MR systems. The attacks considered for risk assessment can directly impact these
systems or their individual components. During this survey, information was gathered
about the attacks, the components affected, the systems impacted, and the intent behind
these attacks. 15 attacks were identified and are described next. Of these, the Chaperone,
Disorientation, Overllay and Human Joystick attacks apply specifically to VR systems.

The Chaperone attack, depicted in Figure 2.4, consists of manipulating the VR walls
to make the virtual space appear larger or smaller and, with these alterations, make the

user lose perception of the real space. The attack vector in this context is OpenVR [62],
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which enables the development of applications with access to SteamVR [75] hardware
without requiring vendor-specific implementations. Virtual walls are initially defined by
the user at the beginning of the immersive experience to set boundaries for their move-
ment. Whenever the user attempts to cross these barriers, the system provides warnings.

Modifying these virtual walls can pose a risk to the user [18].

LY

Figure 2.4: Chaperone attack

The Disorientation attack involves the malicious modification of a virtual environ-
ment with the aim of causing physical or psychological harm to the user, as depicted
in Figure 2.5. The attacker’s objective is to manipulate the user’s position and rotation
within the VR space, leading to sensations of dizziness and confusion. The attack results in
the user experiencing VR sickness, where they perceive the virtual space as moving while
they remain physically still. The attack is executed through a Python script that manipu-
lates and reloads the JavaScript Object Notation (JSON) configuration file containing all

the parameters for the virtual room [18].

W q o -]

Figure 2.5: Disorientation attack

The Overlay attack consists of overlaying persistent images and video content onto the
user’s view, as depicted in Figure 2.6. The images are overlaid while the virtual scenario
runs normally. This attack takes advantage of typical menus and pop-up features. The

malicious script runs in the background without the user noticing it. First, the script
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collects information about the virtual space and its dimensions. Then, it defines the
necessary translations to position the image in the user’s view and makes the malicious
image follow the user’s head movements. The last step is to render the persisting images
software and activate the overlay visibility to true. After all these steps, the overlay attack
becomes visible to the user, and the only way to close the overlay images is by restarting

the headset [18].

Figure 2.6: Overlay attack

The Human Joystick attack involves controlling the user’s movements to guide him
to a predefined physical location without his perception. It is a variant of the overlay
attack but serves a different purpose, as depicted in Figure 2.7. The primary objective is
to direct the user to an intended destination. The first step of the attack is to manipulate
the virtual boundaries set by the user at the beginning of the VR experience to prevent
the VR system from alerting the user when they exceed these safe zone limits. During
the attack, the malicious individual gains access to what the user is seeing through their
headsets and cameras. This information allows the attacker to determine how to adjust
the user’s orientation to reach the desired position. The attack goes unnoticeable by the
user since it involves making subtle modifications to rotation and translation at various

times until the user reaches the predefined location [18].

Figure 2.7: Human Joystick attack

The Denial of Service (DoS) attack consists of generating an overwhelming number

of requests to make the system unresponsive. In the context of VR, AR, and MR systems,
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these attacks can target network connectivity, causing headsets to lose connection with
remote and cloud resources. But DoS can also target system resources to overload the
CPU with numerous and resource-intensive requests, affecting the frame rates of the virtual
image and the system’s response time [27, 82, 59, 84, 77, 33].

The Unauthorized access attack consists of accessing a system, network, or confi-
dential information without proper permission or consent. There are several variations
of these attacks. Brute force attacks involve attempting various credential combinations
to gain access to the system. Social engineering attacks use manipulative techniques to
collect information, which can provide them with hints about the credentials or even the
credentials themselves. Attackers may also gain access to a system by exploiting known
vulnerabilities [27, 82, 77].

The Eavesdropping attack involves intercepting information in communications be-
tween two devices. This interception can target various forms of communication, including
networks, email, phone calls, and messages. The primary objective is to collect confiden-
tial information about the targets, such as credentials, conversations, and emails, which
can then be used for subsequent attacks [27, 52, 73, 90, 48, 33, 3, 25, 20, 44].

Observation or Shoulder-Surfing attacks consist of observing the user’s behaviour
and conversations without directly interfering with the system. The attacker collects
information about the target and analyzes their behaviour to obtain confidential infor-
mation, such as authentication credentials, conversations, emails, card PINs, and other
information that may be important according to the intention of the malicious individual.
The attacker needs to remain unnoticed by the victim, so shoulder-surfing is typically
performed in public or crowded places. These attacks do not require relevant technical
skills but tend to be an effective way of stealing confidential information from a predefined
target [51, 86, 23, 45, 49, 77, 3, 25, 20].

Tampering involves modifying the system components to make them operate in line
with the attacker’s objectives. In a tampering attack, a malicious individual can affect
the target in various ways. This includes manipulating data to render it unreadable to the
system, triggering errors, gaining unauthorized access by bypassing security measures such
as firewalls and injecting malicious code to compromise the system and steal confidential

information [82, 77].
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Impersonation attacks consist of phishing attacks where the malicious individual
impersonates another person or organization to obtain confidential information. Imper-
sonation attacks can take various forms, such as a global attack that aims to reach the
maximum number of targets to collect a massive amount of confidential information or
to spread malware. This kind of impersonation can be executed through methods like
phishing, smishing, and even voice calls. Another method is known as spear phishing,
where the attack is tailored to a specific individual or company. Typically, a prior study
of the target is conducted to determine the attack vector and message content [82, 49, 33,
3.

Running malicious code consists of the attacker making the system execute his code,
with malicious intent. The injected code may serve various purposes, such as exploiting
vulnerabilities in the system, accessing confidential user or system data, compromising
system functionality, or gaining unauthorized access to the system. Common forms of
malicious code include worms, trojans, and malware, which can spread across multiple
systems. These malicious codes are typically propagated through methods such as email
attachments, infected websites, through impersonation, among others [80, 59, 50, 84, 69].

Side-channel attacks involve extracting information not directly from the target sys-
tem but from the observation of its characteristics while it’s operating. The attacker
doesn’t need to target the system directly. The main goal is to collect relevant informa-
tion about how the system works in order to exploit another vulnerability. Information
about the system’s specifications, execution time, battery consumption, sounds emitted
by the system, CPU caches, or even how the user manipulates the system can be relevant
to the attacker. During the system’s operation, it emits electromagnetic radiation that
can be captured and analyzed to infer confidential information [45, 49, 73].

Hijacking attacks consists of gaining unauthorized access to a system by intercepting
communication or by predicting and stealing a session token. The attacker intercepts an
active session of a target within a system, website, or application without their knowl-
edge. In this attack, the malicious individual can access and manipulate the information
transmitted between the target and the endpoint systems by impersonating the target.
The attacker attempts to steal or predict the target’s session token to take control of the

session and perform activities on behalf of the target. With these permissions, it is possi-

Page 17 of 82



Chapter 2. Backgroud

ble to update the system information, access confidential data, and change authentication
credentials [90, 8, 3.

Jamming attacks involve interfering with the communication channel to perturb the
system functionality temporarily. This type of attack typically targets systems that rely
on wireless communication, such as Bluetooth, Radio, and Wi-Fi. The attacker uses
a device that transmits high-power signals on the same frequency band as the target
wireless communication system. These fake signals overpower the real ones, leading to
system disruptions, DoS, or degradation in communication quality. This occurs when the
system fails to receive the correct information or becomes overwhelmed with requests [66].

Ransomware attacks consist of encrypting information, making it inaccessible to the
user. The attacker encrypts the target files or system and demands a ransom to provide the
decryption key. Ransomware can be installed on the victim’s computer or spread through
the network. To infect a system, the attacker can use social engineering or trojans to
convince the user to install the infected code. Once the malware is installed, it starts
to encrypt the target system using an encryption algorithm using a key only known to
the attacker. The user receives instructions to proceed with the attacker’s conditions to
retrieve their data. Typically, the attacker gives the target a limited time to comply with

their demands or threatens to delete the data or make private information public [50].

2.3 Risk Assessment

A risk assessment is a process for identifying potential vulnerabilities or threats in a
company’s business model and measuring the associated risks. This classification allows
companies to define strategies to manage and deal with security risks, prioritize the miti-
gation of the most critical vulnerabilities and be aware of how these problems could impact
their business operation and reputation. Conducting an annual risk assessment is crucial
to evaluate how well the company is managing these vulnerabilities and what should be
prioritised next.

For the risk assessment process, the ISO 27005 [39] international standard for infor-
mation security risk management is a well-known standard. This methodology provides

guidelines for information security risk management based on the requirements of ISO
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27001 [36]. This risk assessment process also maps to the guidelines provided by the Na-
tional Center of Cybersecurity of Portugal [30]. The choice of this approach is based on its
adaptability to various business models, enabling companies to tailor the risk assessment
approach to their specific needs. The process consists of six general steps: Establishing
the context, Risk Identification, Risk Treatment, Risk Acceptance, Risk Communication
and Consultation, Risk Monitoring and Review, respectively. The process workflow is
represented in Figure 2.8.

The first phase in the risk assessment process, the 1) Establish Context phase,
involves establishing the scope, criteria, priorities, and objectives that the organization
will consider during the risk assessment. These parameters are essential for guiding the
organization in making decisions that align with the Confidentiality, Availability, and
Integrity of their business processes. In this phase, organizations should clearly outline
the roles and responsibilities of the personnel involved in the risk assessment, establish the
risk acceptance criteria to determine which risk levels are acceptable and which require
mitigation, and identify the necessary resources for a successful risk assessment.

Moving on to the 2) Risk Identification phase, the objective here is to identify,
describe, and quantify risks that could potentially affect the organization’s business pro-
cesses. This quantification is based on the criteria and objectives defined in the previous
phase. During this process, the company should identify vulnerabilities in their business
processes, assess the existing measures for mitigating these vulnerabilities, analyze the
potential impact of threats, and prioritize the identified risks. To effectively carry out
this phase, it is important to have a clear understanding of the business process threats.
The Risk Identification phase consists of three sub-processes: Risk Identification, Risk
Analysis, and Risk Evaluation.

In Step 1) Risk Identification, a systematic process is undertaken to identify all
potential threats and vulnerabilities that could lead to a loss of value for the company. The
objective is to determine when and why these threats can impact the business processes.
Several research methods can be employed to uncover existing vulnerabilities within the
company, aligning with the company’s objectives. These methods may include question-
naires with key organizational personnel, meetings with all stakeholders involved in the

risk assessment process, security audits, analysis of previous incidents, and other suit-
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Figure 2.8: Risk management process (adapted from [30])

able approaches. The primary aim of this process is to identify and describe the risks
collected. It is essential to define the assets, threats, and vulnerabilities that the system
may have, the mitigation methods the company already has in place, and to define the
potential impact of an incident. Once the risks are collected, they should be categorized
as inherent, current, or residual risks. Inherent risks are those for which the company has

no existing mitigation methods. Current risks are those for which the company already
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has some mitigation methods in place. Residual risks are those that persist or emerge
even after the implementation of proposed mitigation methods during the risk assessment
or the enhancement of existing ones within the company. These categorizations help the
company in managing risks and making informed decisions based on the criteria estab-
lished in the previous step. During this process, it is vital to create a comprehensive
catalogue of all the company’s assets. Assets can include human, physical, and logical
resources that hold value for the company and should be considered for risk analysis to
understand the potential impact if these resources malfunction or require replacement.
The identification of assets should be thorough, taking into account factors such as asset
criticality, the business processes that rely on these assets, and whether other assets de-
pend on them. Subsequently, threats that could significantly impact the company’s assets
and potentially compromise its business processes should be identified. Threat sources can
be varied, including intentional or accidental sources, originating from within or outside
the organization. There are several methods for identifying threats, such as reviewing pre-
vious incidents, gathering insights from cybersecurity specialists within the company, and
gathering insights from those responsible for the assets. The chosen threat identification
methods should align with the company’s specific objectives. Additionally, it’s important
to conduct an inventory of the controls already in place within the company to mitigate
existing threats. These controls need to be assessed to understand their effectiveness
against current risks and to ensure proper implementation, as incorrect implementation
can introduce additional vulnerabilities. This is a critical step to reduce company expenses
and prevent redundant controls. Finally, vulnerabilities in assets and controls should be
identified. This can be accomplished through the use of vulnerability analysis frameworks
and penetration testing.

In Step 2) Risk Analysis, the origins of the risk, the likelihood of a security breach
occurring, and the impact a vulnerability can have on the company’s processes are defined.
Risk is calculated by multiplying the impact and likelihood values. Risk analysis can be
performed either quantitatively or qualitatively. Qualitative analysis is conducted using a
qualification scale, typically ranging from “Low” to “Extreme,” based on the company’s
criteria to identify the impact and likelihood of vulnerabilities. Quantitative analysis is

carried out using a numeric scale based on various sources, such as incidents that have
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previously occurred within the company. The choice of a risk methodology should align
with the company’s purpose and the quantity of data from past incidents available. For this
study, a qualitative methodology was chosen because it aims to conduct a risk analysis
of cyberattacks on devices like VR, AR, and MR that can be used in various business
areas and processes. Likelihood and impact criteria for risks should be defined based
on the organization’s objectives and the criteria established in the Establish Context
phase. Likelihood represents the frequency at which an incident may occur within the
company, for instance, ranging from ”Rare” to ”Very likely”. This classification should
be based on existing occurrence data or opinions from specialists within the company.
Impact represents the consequences the company would have to face in the event of an
incident occurring. Therefore, the impact scale should be defined, taking into account
the company’s business purpose. This scale may consider legal aspects, operational or
financial losses, productivity losses, client losses, the company’s reputation, as well as
factors that affect the health of the company’s employees. Finally, risk criteria should
be defined, taking into account the likelihood and impact scale, to determine the risk of
an occurrence. Once vulnerabilities are classified by risk, the company can prioritize risk
treatment based on levels of criticality. In this way, the company should determine which
risk levels require mitigation and which can be accepted. This scale ranges, for instance,
from ”Very Low” to ”Extreme” based on the multiplication of the likelihood and impact
levels. After all the necessary parameters have been defined, each vulnerability is assigned
a likelihood and impact value.

In Step 3) Risk Evaluation:, the results of the previous stage are analyzed, and it is
decided which risks should be urgently mitigated and which can be accepted by the com-
pany. The company may choose how to manage risks, including avoidance (implementing
measures to reduce the risk), mitigation (completely mitigating the risk), transfer (engag-
ing a competent organization to manage the risk), or retention (accepting the risk, since it
was considerably low). This classification helps determine which risks should be addressed
first and which methods should be used to mitigate them. If an asset has been defined as
having low importance, the risk will be considered less relevant, and priority will be given
to those assets that are crucial for the business process to function.

In the 3) Risk treatment phase, the company defines and implements plans to control
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or mitigate the risks identified in the previous phase. The goal of these plans is to ensure
that the company reduces the risk level of the identified vulnerabilities within a specified
timeframe. During the Risk Treatment phase, the company should determine, based on
acceptance criteria, the effort and costs required to address the risk, as well as the benefits

of applying risk treatment. The options for risk treatment are as follows:

e Mitigate or Modify the Risk: involves defining action plans to either completely
mitigate the risk or implement controls to reduce the risk level in line with the

company’s risk acceptance criteria.

e Avoid the Risk: This treatment approach intends to completely eliminate the
risk by discontinuing the company’s processes that pose the risk. This solution
is typically adopted when the cost of mitigating the risk is high, and the affected

processes are not critical to the organization’s goals.

e Transfer or Share: Certain company activities’ responsibility for risk treatment is
transferred to third parties, such as product and service suppliers, business partners

or insurance companies.

e Accept or Retain: In this case, no specific risk control or treatment measures
are applied, as the risk level is deemed low enough not to disrupt the company’s
activities in the event of an incident, or the cost of mitigation exceeds the potential

costs the risk itself could cause.

The risk treatment process is cyclical, consisting of analyzing the risk treatment meth-
ods previously applied by the company, assessing whether the residual risk levels (risk
after applying risk treatment methods) align with the company’s criteria, and evaluating
the effectiveness of recently applied risk treatment methods. In this phase, the orga-
nization must define risk treatment plans, where the type of treatment chosen and the
justification for its selection, the responsible party for the treatment, and the deadline for
implementation and required resources should be identified.

The 4) Risk Acceptance phase involves making the decision on which processes
to apply to the risk based on the information gathered in the previous phases. This

decision, along with the justification and plan for monitoring risk mitigations, should be
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documented and made available to the relevant stakeholders. This is a crucial phase for
the risk assessment process and for the company to make future decisions regarding the
security of its business processes.

The 5)Risk Communication and Consultation phase involves communicating
the results of all phases of the risk assessment process to asset owners in order to reach a
consensus on the organization’s risk management. In this process, awareness campaigns
should also be conducted for all organization members, including third parties, about the
importance of risk management. Periodic meetings should be held with those in charge
to analyze the progress of risk treatment action plans and their results.

In the 6) Risk Monitoring and Review phase, the organization continuously eval-
uates the information security risks associated with the company. With technological
advancements, new solutions emerge every day the organization changes its business pro-
cesses, adds new assets, and new vulnerabilities and threats arise, so this process should
be regularly performed. The main objectives of this process include assessing the effective-
ness of implemented risk treatments, identifying significant changes in business processes
that may impact the risk level of specific assets, and analyzing potential incidents and
emerging threats.

In the 7) Documentation phase, the organization should document all processes
throughout all stages of the risk assessment process. This documentation must include the
risk acceptance criteria and the likelihood and impact scales used for risk classification,
risk identification methods, risk analysis methods, a comparison between the obtained
results and the risk acceptance criteria defined by the company, and risk treatment action
plans and prioritization.

In this work, all the steps included in the Risk identification phase were performed
and included the identification of cyberattacks that can be exploited on VR, AR, and MR

Systems.
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Related Work

The Related Work section is divided into three subsections. Section 3.1 presents a
systematic literature review on cyberattacks and mitigation methods for VR, AR, and
MR systems. This process was based on the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) methodology, and its criteria were applied to the
search mechanisms of Google Scholar [32] and the IEEE Xplore [38]. This search resulted
in 34 papers, from which 15 cyberattacks were identified and documented in Section 3.2,

along with 4 novel mitigation methods documented in Section 3.3.

3.1 Systematic literature review methodology

A review was conducted to identify documented attacks targeting VR, AR, and MR
systems. The works described in this section are the result of the systematic review,
following a methodology similar to the PRISMA search methodology [65].

PRISMA is a standard guideline for developing systematic reviews. A systematic re-
view aims to be conducted rigorously and transparently, systematically surveying related
works in an organized manner. Documenting this process is important for anyone inter-
ested in this topic so that they can replicate the research and obtain similar results. This
process also helps us filter results that best fit our research. For this study, parameters
from the methodology checklist were followed and adapted according to the study’s theme.

The process of the systematic review is a structured one, consisting of several steps.

First, it involves defining the main question of the study, followed by collecting keywords
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related to the question. Next, search queries are defined for use in the selected search
engines. From the search results, a group of papers is presented. Each paper is then
loosely analyzed based on its title, abstract, and conclusion to determine which ones
should undergo in-depth analysis. These selected papers should provide answers to the
defined main question.

In Figure 3.1, the process of the systematic review for this study is schematized. The
main question was defined as ”What are the main attacks targetting Virtual, Augmented
and Mized reality systems?”. The terms related to that question are: ”Virtual reality”,
" Augmented reality”, ”Mized Reality”, ”attacks” and “wvulnerabilities”. Two search en-
gines, Google Scholar and IEEE Xplore, were chosen for this study. Google Scholar pro-
vides a wide range of articles from various sources, while IEEE Xplore allows for more

structured queries, which can lead to better results.

e For Google Scholar, the search query (”Virtual reality system” OR ”Augmented re-
ality system” OR ”Mixzed reality system”) AND ”Attacks” AND ”Vulnerabilities”
was defined, resulting in 153 results. These results were initially filtered by title, fol-
lowed by abstract and conclusion. During this filtering process, 2 articles proposing
a survey of attacks related to VR, AR, and MR systems were found [4, 60]. Since

these articles were surveys, it was decided to analyse their resources in detail.

e For IEEE Xplore, the following query was defined: (”Document Title”:Virtual re-
ality OR ”Document Title”:Augmented reality OR ”Document Title”:Mized reality)
AND (7All Metadata”:attacks). In this query, it was specified that the document
titles should include one of the following keywords: ”Virtual reality,” ” Augmented
reality,” and ”Mixed reality.” Additionally, the article content must contain the word
“attack”. As a result of this search, 41 articles were found. These articles were then
filtered based on title, abstract, and conclusion successively, resulting in 18 articles.
Finally, a comparison was made between the articles obtained from Google Scholar

and IEEE Xplore to eliminate duplicate ones.

In total, 34 articles resulting from the outcomes of both search engine tools were
analysed. During this review, 15 cyberattacks applied to VR, AR, and MR, systems were

identified. Information such as the attack type, attack architecture, devices used, and
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mitigation methods was gathered. The following section presents these studies in more

detail.

3.2 Attacks on Virtual, Augmented and Mixed Reality sys-

tems

The VR, AR, and MR systems are very popular around the world and have proven to
be very useful in different business sectors. With the increased adoption of these systems,
the exposure to malicious individuals has also risen. Just like any other electronic device,
these systems have their security flaws that require attention. This literature review
focuses on cyberattacks targeting these devices.

The authors in [18] identified and implemented four VR attacks on immersive VR sys-
tems, namely the HTC Vive and the Oculus Rift. The attack vector uses the OpenVR [62]
Software Development Kit (SDK) and Application Programming Interface (API), which
allows the development of applications with access to the SteamVR [75] hardware without
the need to implement a vendor-specific SDK. The identified attacks were: Immersive
Attack, Chaperone Attack, Overlay Attack, Disorientation Attack and Human Joystick
Attack. These four attacks are already described in Section 2.2. The main goal of all of
them is to perturb psychologically or physically the target.

In [82], the authors conducted an analysis of the security and privacy flaws that virtual
reality systems may have and their potential impact when used in educational environ-
ments. The study presents a framework that quantitatively assesses the security and
privacy aspects of these systems across various educational scenarios and attack vectors.
The test involved the use of HTC Vive headsets for a VR experience. The authors iden-
tified unauthorized access, tampering, DoS and impersonation attacks as possible threats
within this context, with the intent of disrupting the students’ learning experience or
potentially causing harm to them.

In [27], the authors provided an overview of the architecture of AR systems and the
potential vulnerabilities within them. The study primarily focuses on the privacy of the
data collected during user experiences, which is often managed by third parties, and how

unauthorized access to this data can lead to various security risks. The overview of vul-
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nerabilities is presented from two perspectives. First, within the Internet of Things (IoT)
architecture, the study highlights vulnerabilities such as DoS, eavesdropping, and unau-
thorized attacks at the network layer, as well as SQL injection and Cross-Site Scripting
(XSS) attacks at the application layer. Regarding the AR system architecture, the au-
thors identify weak authentication and authorization methods as the main vulnerabilities
in these systems. They also present two potential attacks that could compromise the user’s
integrity. The first attack, called ” Virtual Graffiti”, involves manipulating what users see
on their devices. The second concerns the possibility of tracking a user’s location if an
attacker gains unauthorized access to the system.

The cyberattack’s intent could be to cause discomfort or physical harm to a user. In
the study [59], the authors presented two attack scenarios that can cause VR sickness
in the end-user. In the first scenario, a Graphics Processing Unit (GPU)-based attack is
employed. The authors developed a malware script using OpenAl [61] specifically designed
to overload the GPU with continuous and heavy images. This reduces its capacity to
process other tasks and affects the displayed output scenario, causing visual discomfort to
the user. The second attack is network-based and involves flooding the target device with
a continuous stream of Internet Control Message Protocol (ICMP) requests, impacting
screen quality by causing a drop in the frame rate. Both attacks result in serious frame
rate drops, affecting what the user sees during the experience and potentially causing
VR sickness. To prevent the GPU-based attack, an intrusion detection framework was
developed in Python based on the Isolation Forest algorithm, helping to identify and
mitigate such attacks.

Authors in [84] also addressed attacks intended to induce a sense of sickness in im-
mersed users. The study includes a quantitative analysis of security vulnerabilities related
to immersive attacks in an educational context. The authors identified DoS, Man-in-the-
middle (MITM), unauthorized access, and information leakage attacks as the main threads
that can potentially lead to cybersickness effects.

MR systems are also targets for malicious actors. In [77], vulnerabilities related to MR
were categorized into Input, Data, Output, User, and Device protection. From the Input
and Data perspectives, the device can collect sensitive information about the user and the

environment via sensors, and this information may be used by third-party applications
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without the user’s knowledge and consent. Attacks like tampering and unauthorized
access are described as the main types of threads affecting Input and Data protection.
Output protection can be compromised by interfering with the images displayed on the
headsets. From the user interaction perspective, the authors warn about information
protection in shared space experiences, emphasizing that a malicious user can gain access
to confidential information and then carry out tampering, spoofing, or repudiation attacks.
Finally, Device protection can be compromised by side-channel attacks.

In [33] the authors have performed a risk assessment evaluation on VR systems cyber-
attacks applied to the Educational domain. The risk level is calculated based on an attack
tree that considers the duration and rate of the attack. The authors exploited sniffing,
network discrepancy and packet loss attacks as a case study to test their risk assessment
classification method. The Oculus Quest headset was used during this study.

In 2019, researchers from the University of New Haven reported an eavesdropping
attack affecting the BigScreen app for VR systems [52]. The application is a live chat
where users can interact with each other and share their screens. The primary attack
vectors involve exploiting input elements susceptible to XSS attacks, potentially allowing
unauthorized access to the virtual room and, in the worst-case scenario, the computer
connected to the VR device. The attacker can operate as an invisible member of the
room, gaining access to all conversations, shared information, and screens. Additionally,
the researchers demonstrated the capability to spread a worm attack that can distribute
malicious scripts to the room’s participants.

The VR, AR, and MR systems collect a significant amount of data through sensors
to provide users with a unique and accurate experience. However, this data is sensitive
and can be targeted by attackers. In [73], the authors addressed this issue by developing
the Face-Mic eavesdropping attack, which aims to capture and analyze the facial muscle
movements of users wearing a headset. This information is obtained through motion
sensors in the headsets, with zero-permission access. The collected data was processed
using the deep-learning framework developed by the authors, allowing them to derive
confidential information about the user, including their gender, voice characteristics, and
private biometric parameters. The conducted tests demonstrated the effectiveness of the

attack and the potential risks associated with unauthorized access to this information.
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With forensic analysis, it is possible to recover relevant and confidential data from
users and their devices. In reference [90], one such analysis was performed to determine
the information that can be recovered in VR systems and social network applications like
Facebook. Two case studies were defined to compare the level of recoverable information
from different devices, namely HTC Vive and Oculus Quest. The conducted tests aimed to
collect data stored in the system and data transmitted over the network. The results have
shown that the quantity and type of information recoverable from Facebook, BigScreen,
and Steam social network applications are advantageous for a forensic investigator and
can serve as evidence. However, these positive results are only regarding the HTC Vive
headset; whereas the system information from Oculus Quest cannot be easily recovered.

In [48] the authors address MR systems vulnerabilities that can lead to a leak of the
typed data during the experience. The study consists of the development of the HoloLogger
eavesdropping application that allows the attacker to have access to the information typed
by the user based on the collected motion sensor data from the headset. The application
has access to the HoloLens keyboard parameters to recognize each key pressed by the user
analyzing the head motion movements and air taps. The malware is installed in the system
and does not interfere directly with the other applications, it detects when the keyboard is
opened and automatically tracks the head motion data. The 750 tests performed aiming
to recognize a password tapping showed an accuracy of 93%.

Another attack with the intention of detecting the keystrokes pressed during the use of
the VR is presented in [45]. The authors proposed two variants of the side-channel attack,
one vision-based using a stereo camera and the other using the data collected from the
sensors. The vision-based attack consists of recording the target inputting the password
in the Gear VR. The camera was adjusted to build a 3D coordinate visualization of the
real world to then calculate the rotation angles matrices that can be used to identify the
keywords pressed by the user. In the attack using the motion sensor data, the process
is similar, but the calculation of the rotation angles is based on the data collected in the
sensors. From the tests performed, it was concluded that the motion-sensor-based attack
is more effective, with 90% accuracy, while the vision-based achieved only 63%.

In [20], the authors describe a different approach to attack using the VR and AR

systems. In this approach, the systems are not the primary target but instead are utilized
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to facilitate a side-channel attack. The attack involves the hacker pretending to use the
headsets, for example as playing a game, while covertly recording the target without their
perception. The objective of this attack is to capture the target typing passwords on their
devices. A camera is attached to the headsets, and the captured video is displayed within
the headsets to assist the attacker in calibrating the camera position to get the correct
position of the device screen. Subsequently, a positioning algorithm is employed to predict
the typed password. The conducted tests demonstrated a high accuracy rate of 90% at a
distance of 1.5 meters from the target.

The security concerns in AR systems rely on controlling the amount of sensitive data
and determining who has access to the data gathered by these systems. However, the
authors in [44] bring up the challenge of mitigating attacks directed at the AR output
processes. An AR application can serve various purposes, including gaming and more
common activities such as displaying a route path on the user’s real-world view. The
study presents a new output model to prevent malicious actors from interfering with AR
output, particularly the virtual objects displayed in the user’s view. The proposed output
model is designed to enhance security to the user’s physical integrity. The authors explored
different design models to address these issues, presenting their respective pros and cons.

In a VR system, it is possible to create unique experiences where the user is completely
immersed, losing the perception of the real world. To create that sensation, Virtual-
Physical Perceptual Manipulation (VPPM) techniques are used to manipulate visual and
auditory perception on the headsets to cause the user an intentional sensation according
to the intended experience. However, these techniques also have some associated risks.
In [80], the authors presented a study on the risks associated with the misuse of VPPM
and the categorization of physical harm to the user from the lower level of discomfort
to the severity of death. The authors identified two main categories of attack: puppetry
and mismatching. The first one intends to manipulate the user’s movements without his
perception, similar to the human joystick attack presented in [18]. On the other hand, the
purpose of the mismatching attack is to make the user perceive virtual objects/obstacles
as real ones. Both attacks can cause serious harm to a user who is not aware of their
surroundings.

The Oculus Quest runs on an Android 10-based operating system that has reported
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vulnerabilities. In a study referenced in [50], the authors attempted to exploit documented
ransomware attacks targeting these operating systems to assess their impact on the Oculus
Quest VR system. To evaluate the effectiveness of the attacks, the authors defined three
test cases using SRS, WannalLocker, and Koler ransomware samples. During the tests,
the authors assessed the execution of the attacks based on expected behaviour and the
success of the ransomware. The study concluded that ransomware attacks are applicable
to the Oculus Quest system, raising concerns about the potential for other Android-based
attacks on these VR systems.

In [69], the authors address security and privacy concerns related to AR systems. They
have defined three case scenarios to illustrate potential attacks and their impact on AR
users. In the first scenario, AR systems are used as visual translators. An attack can be
executed by inputting malicious text into the system, granting full control of the device
to the hacker. With full control, the hacker can disable the system and exploit additional
vulnerabilities. The second scenario involves using the AR system for location-based ser-
vices, similar to Google Maps, displaying a route for the user and providing information
about nearby stores and restaurants. This type of technology is vulnerable to spam and
phishing attacks, which can mislead users into visiting unintended locations. Finally, the
third scenario features AR systems equipped with small cameras and microphones for
recording videos. Here, the authors express concerns about the privacy of the surround-
ings being recorded without consent and the security of the cloud storage where all the
data is stored. The authors conducted this study to raise awareness among individuals
and organizations regarding the security and privacy risks associated with the use of AR
systems for simple tasks.

The authors in [8] conducted a study on the sensory and perceptual impact that
attacks targeting the AR systems can bring to users’ brains. During an AR experience
the user is subject to various sensory stimuli, with a more perceptual representation of
the world and surroundings. The study relies on a framework developed to evaluate
short or long-term effects on the user’s cognitive and motor responses as consequences of
malicious attacks targeting digital content displayed to the user. The framework combines
neuroscience and computer knowledge to evaluate how specific malicious stimuli contents

can affect user cognition. The study concludes that maliciously designed stimuli can affect
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users’ locomotion and postures, perception of space and surroundings, loss of memory and
trigger epileptic seizures or temporary blindness. The authors categorized the risk of this
kind of attack and how they can impact the users to warn AR developers to research these
issues and present new solutions to reduce their risk.

Authors in [66] warn about security flaws in VR systems and describe the development
and testing of two jamming attacks to manipulate and block HTC Vive headset systems.
For the case study, a malicious device was created using IR LEDs that interfere with the
HTC Vive tracking system. The two attacks performed are the Sync Pulse Attack and
the Position and Orientation Manipulation attack. The first attack involves generating
fake sync pulses to interfere with the tracking system, using a device with IR sensors.
In the Position and Orientation Manipulation attack, the authors manipulate the pose
estimation of HT'C Vive by generating a fake sync pulse that precedes the real pulse. This
manipulation can result in errors of up to 3.5 meters in the user’s position and 10° in
orientation, potentially causing serious issues for users by distorting their perception of
their actual position. To mitigate these serious consequences, the authors also propose
intrusion detection methods.

VR and AR systems are also used to develop solutions tailored for people with disabil-
ities. However, these systems are susceptible to vulnerabilities that can have a negative
impact on these users. The authors in [91] conducted a study examining the impact of
attacks on these devices on users with disabilities. The authors began by carrying out
a MITM attack, which, when applied to VR and AR systems, could lead to the theft
of information being transmitted between the device and the network or manipulation of
components of the device (such as the keyboard). The ultimate goal is to understand how
this attack affects the user psychologically. To execute the attack, BetterCap [11] was
initially used to analyse devices connected to the network. Subsequently, an ARP Spoof
attack was conducted on the target. This attack involves deceiving the target that the
malicious machine is the router and telling the router that the malicious machine is the
target. This involves spoofing the MAC address of the device to intercept all communi-
cations between them. The authors do not specify how these attacks specifically affect
people with disabilities.

The authors in [29] presented concerns about the security and privacy of cloud-based
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systems that integrate IoT and AR systems. The study introduces various approaches to
the DoS attack, given that they can affect sensitive systems and degrade their function-
alities. The authors describe security and privacy as one of the major challenges for AR
product developers, as these systems are constantly collecting user and environmental in-
formation, such as audio, voice, and images, to produce AR content. The study concludes
that the technological evolution of systems like IoT, Cloud-based, and AR brings benefits
to users, however, it warns about the security risks and privacy breaches these systems
may pose. To mitigate these vulnerabilities, the authors propose encrypting input data
collected by the sensors before it is transmitted over the network.

In [53], the authors propose a novel attack that enables a malicious individual to repli-
cate authentication methods to gain access to VR systems. The attack involves obtaining
Two-dimensional (2D) videos of real users using head-mounted devices to understand the
behaviours/movements made by the user in the virtual world. The authors used a dataset
to match the 2D trajectories captured in the video with the corresponding 3D trajectories
in the VR system. This way, they trained the algorithm to recognize user movements
by capturing videos for the HTC Vive, Vive Cosmos, and Oculus Quest head-mounted
devices. The conducted tests showed that this attack achieved a maximum accuracy of
82.2% in an environment where the same devices were used in the same session. The low-
est accuracy was 34.4% when tests were conducted with different devices and in different
sessions.

The security and privacy issues have a significant impact on their users, however, when
these aspects are considered in learning systems, threats increase, necessitating effective
measures. VR systems are also widely used for educational contexts. The authors in
[83] propose a method to detect attacks on VR systems that aim to disrupt the user
experience or steal confidential data. The system proposed in this study is divided into two
components. First, a K-Nearest Neighbor (KNN) classification algorithm was trained to
detect disruptions in the network that may indicate a DoS attack, for example. The second
component integrates techniques to detect application-based attacks, such as Unauthorized
Access. The authors conducted tests with a real learning system, and their detection
methodology achieved an accuracy of 97.5% for detecting DoS attacks and 99.7% for

detecting Unauthorized Access attacks.
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VR systems integrate various sensors to gather information about the user’s behaviour
and surroundings, aiming to provide an accurate and fully immersive experience. In a
study by the authors in [89], an investigation into privacy leakage through the motion-
position sensors used in these devices was conducted. The study revealed that it is possible
to access confidential data collected by these sensors. The authors developed a malware
designed to target and collect information entered by the user on the keyboard of the
VR system. In the proposed attack, the malicious individual has no prior knowledge
of the victim’s system and, through manipulation, manages to install a malicious code
that retrieves information from the sensors, such as the position and orientation of the
controllers, and detects when their buttons are pressed. From the conducted tests, it was
concluded that it is possible to retrieve a user’s password with an accuracy of 84.9%.

In the realm of AR headsets, voice-based input has emerged as a primary method of
delivering immersive experiences. The authors in [72, 71] explore vulnerabilities to voice-
spoofing attacks, where attackers inject inaudible commands or steal voice characteristics
for malicious purposes. Traditional defence systems designed for smartphones face chal-
lenges in adapting to the unique microphone and loudspeaker placements of AR headsets.
In response, the article proposes a novel voice-spoofing defence system, leveraging both
internal body and air propagation of human voices. By integrating a low-cost contact
microphone into the headset, the system aims to determine the authenticity of the user’s
voice. Experimental results showcase promising accuracy rates of 97% for normal users
and at least 98% for defence against voice-spoofing attacks.

The authors in [26] proposed an initial threat analysis of VR systems concerning their
use in the media industry, specifically focusing on applications related to media consump-
tion. The study includes casual gaming applications tied to movies or TV shows. The
study introduces a taxonomy of VR in the media industry, categorizing it into 360 VR,
Theatrical VR, and Interactive VR. The analysis identifies various assets beyond media
content that require protection. Specific threats are outlined using the Attack Defense
Tree methodology, including a new attack termed ”Denial of Experience”, designed to
induce cybersickness. The paper concludes by proposing industry preparation strategies,
suggesting priorities such as the development of a risk aversion table and emphasizing the

potential benefits of a coordinated, standardized defence approach.
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The study in [41] presents the crucial role of virtualized collaboration, particularly in
MR systems, for remote management of infrastructures, spotlighting its relevance amid
crises like the COVID-19 pandemic. It identifies cybersecurity challenges in MR, given its
simulated nature, detailing classic attack surfaces and proposing mitigation strategies. The
paper emphasizes the need for MR forensics, introducing considerations for client-based
attack detection using machine learning. The introduction stresses the transformative
impact of digitized collaboration tools in the current pandemic context. It discusses the
evolving landscape of MR technologies and their potential benefits compared with the sig-
nificant risks to data security and privacy. The conclusion anticipates increased reliance
on remote management, emphasizing the susceptibility to data alterations. It addresses
threads in securing MR pipelines, proposes security features, and advocates for MR foren-
sics to detect fake MR, fostering collaboration between visualization and cybersecurity

researchers for enhanced awareness and proactive security integration in MR design.

3.3 Mitigation methods and frameworks

With the increasing prevalence of cyberattacks targeting electronic devices, it is cru-
cial to present methods for mitigating these vulnerabilities and ensuring user and device
security. Researchers in [51, 16] propose an innovative authentication method for VR
systems to counter unauthorized access and observation attacks. The RubikAuth is an
authentication system designed to prevent an attacker near the target from observing the
password required to access the system. It presents the user with a 3D cube featuring 9
digits (from 1 to 9) on each surface, distinguished by different colours. The user can rotate
the position of the cube and select a colour-digit combination as the password, using eye
tracking, head tracking, or controllers. Since the cube can be in any position, the attacker
cannot associate the sequence of digits with ease. Tests were conducted to assess the level
of observation resistance, and it was found that eye tracking was the most effective method
with a success rate of 99.5%, followed by head position tracking and the use of controllers
with success rates of 97.79% and 96%, respectively.

OcuLock [49] is another novel method of authentication to VR systems. The method-

ology is based on the user’s biometric characteristics. Previous works made the authenti-
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cation based on the eye tracking system, however, these methods are not precise enough.
The authors propose an approach that considers the eye globe and the muscle’s facial
movement for more precise results. The test results are very positive and well accepted
by the testers. The authors considered the method to be effective for impersonation and
side-channel attacks.

In [86], the authors also addressed the need to develop new authentication methods
in VR systems to mitigate unauthorized observation and access attacks. A study was
conducted to compare existing authentication methods for addressing this issue. The
proposed methods use biometric data about the user, algorithms, or even more complex
methods involving additional hardware. The authors emphasize the necessity of developing
a more general methodology without associated costs to the end-user to promote the
application of these mitigation methods.

In [22], the authors presented an early-stage framework to mitigate aspects of security
and privacy for users employing Mobile AR systems in public spaces, such as in a hospital
or museum context. The authors begin by defining the vulnerabilities of these systems.
The Space-Invasion attack involves displaying 3D content without the space owner’s autho-
rization. An example is given of the Auschwitz museum, which does not want the Pokemon
Go mobile game to suggest its location for gaming purposes. The space affection attack
involves manipulating the AR system to suggest dangerous places with the intention of
hurting the target. Finally, the authors highlight the privacy concerns regarding infor-
mation collected and exchanged with third parties in these systems. After defining these
three threats, the authors conducted a study with 10 Mobile AR applications published on
the PlayStore. The results showed that for all applications, it was proven possible to carry
out the Space-Invasion attack, followed by the space-affection attack that affects social
networking applications. Based on these results, the authors developed a Policy-Governed
S-Apps aiming to restrict the content shown to the AR system user based on mediation

policies defined by the users.
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Risk Assessment

This chapter presents the risk assessment considering the likelihood of an attack hap-
pening and the impact that a successful attempt can bring to the company or individual.
The main goal is to clarify the risk that each attack, described in Section 3, may have
considering the different domains presented in Section 1.1. The ISO 27005 methodology
[36] was considered (see Section 2.3).

Section 4.1, serving as the first phase of the risk assessment, describes the adopted risk
matrix and defines the risk acceptance criteria, also defining the actions that the company
should take to minimize the risk according to its classification. Next, the Risk Analysis
(Section 4.2) and Risk Evaluation (Section 4.3) steps, of the Risk Identification phase (see
Fig. 2.8), are detailed. Risk analysis defines ranges for classifying likelihood and impact,
along with the parameters considered for categorization. Subsequently, a probability and
impact value is assigned to each attack, followed by the application of the risk formula
defined by the ISO 27001 methodology.

Risk evaluation comprises a summary table that displays risk values, the affected
system, the attack’s intent, and vulnerable headsets. A discussion of these values in
comparison to the risk criteria acceptance and the consequences for each domain is also

provided.
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4.1 Context

The risk acceptance criteria categorize risk levels that are acceptable to the company
and those that require urgent mitigation. Risk levels vary based on the likelihood and
impact associated with each type of attack. For example, some attacks may have a high
impact, however, the likelihood of their occurrence is very rare. As a result, their risk
level is considered medium, and vice versa.

Table 4.1 displays the risk acceptance criteria considered for this work. The different
levels represent the actions that companies should take regarding the identified vulnera-
bilities. For this study, 6 levels of acceptance criteria were defined, ranging from Very Low

to Extreme. The correspondences are as follows:

e Very Low (Light Green): The identified risk is acceptable, as it does not directly
impact the company’s processes. However, regular monitoring should be conducted

to ensure the risk does not grow.

e Low (Dark Green): Acceptance of the identified risk is a decision that falls on
the responsibility of the risk owner. Since they have more knowledge about the area

that may be affected by the risk, they can decide whether to address it or not.

e Medium (Yellow): Acceptance of the identified risk should be discussed by the
organization. It should not be automatically accepted due to its severity. The com-
pany should assess whether the expenses for risk mitigation are justified concerning

the impact it could have on the company.
e High (Orange): The identified risk is not accepted and should be treated promptly.

e Very High (Red): The identified risk is not accepted and should be treated im-
mediately as it directly affects essential company processes. Constant monitoring of

the risk is necessary.

e Extreme (Dark Red): The identified risk is not accepted and should be treated
immediately as it directly affects essential company processes. The company should
allocate the necessary resources to minimize this risk, which affects critical tasks of

the company. Constant monitoring of the risk is necessary.
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The values presented in Table 4.1 take into account the probability and impact of each

of the risks. Based on this classification, companies should take the necessary measures.

Table 4.1: Risk acceptance scale

Impact

1-Very low | 2-Low | 3-Moderate 5-Extreme

5-Very likely b) 10

4

4-Likely

Likehood | 3-Common

2-Possible

1-Rare

4.2 Risk Analysis

The likelihood and impact ranges presented herein are the ones defined for this study.
This definition took into account the specifics of the Gaming, Healthcare, Automotive,
and Education domains. According to the study’s objective, these parameters are quanti-
tatively categorized in this section. Both likelihood and impact ranges are categorized on
a scale from 1 to 5. Additionally, the classification of the identified attacks forVR, AR,

and MR systems by likelihood and impact is also presented.

4.2.1 Likelihood

The likelihood range, as shown in Table 4.2, varies between ”Rare” and ” Very likely” to
happen, representing the probability of an attack occurring. This classification takes into
account aspects such as physical and remote access to the locations or devices and their
authentication methods. For the lower level of likelihood, it is considered that, for domain
purposes, the device does not need to be connected to the internet, and all programs and
tasks are installed /performed directly on the device. It is also considered that the hacker
has easy access to the device and its locations. On the other hand, the highest level of
likelihood considers that the device is most of the time connected to the internet and that

it is possible to install malware remotely.
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Table 4.2: Likeelihood levels

Level Scale Description
Requires physical access to devices or locations.
Rare

The attacker has full access to the devices and locations.
Requires physical and authenticated access to devices and locations.

2 Possible
The attacker has unauthenticated access to the devices.
Requires attackers to be in the vicinity of devices or locations.

3 Common
The attacker can convince the user to install malicious software.
Requires devices or locations to be connected to the internet,

4 Likely but only allows authenticated connections. The attacker has
the capability to install software remotely with user intervention.

Requires devices or locations to be connected to the internet.
Very likely | The attacker has the capability to install software remotely without

user intervention.

4.2.2 Impact

The impact range, as shown in Table 4.3, ranges from ”Very Low” to ”Extreme”,
representing the potential consequences of an attack. This classification takes into account
both individual safety and the reputation of an organization, as attacks can target either
users or companies, at different levels.

From an individual safety perspective, the lowest level of impact is defined as causing
only minor injuries that do not require medical assistance. At the highest impact level
(Extreme), the attack is considered severe enough to potentially lead to a user’s death.

From the standpoint of an organization’s reputation, the lowest level of impact cor-
responds to relatively insignificant attacks that do not significantly disrupt business pro-
cesses or affect the organization’s reputation. At the highest impact level, an attack is
characterized by its potential to severely impact critical business processes or degrade the

organization’s reputation to the point where it could force the company into bankruptcy.
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Table 4.3: Impact levels

Level Scale Individual Safety Organization reputation

Causes insignificant damage which
Causes insignificant injuries,
Very low does not affect the organization’s
no need for medical assistance.
operation and reputation.

Causes insignificant injuries that
Causes low-cost damage without
2 Low are easily treated with medical
affecting the organization’s reputation.
assistance.

Causes significant injuries that
Causes reversible damage that affects

3 Moderate | are reversible with the user’s
the organization’s reputation.
hospitalization.
) Causes permanent injuries that Causes permanent damage that
4 Major

require the user’s hospitalization. | denigrates the organization’s reputation.

-, Extreme | Causes the user’s death. Causes the organization’s bankruptcy.

4.2.3 Likelihood classification

In this section, each attack is assigned a level of likelihood and impact based on the
domain in which the technologies are being used. Figures 4.1 and 4.2 depict the likelihood
classifications for each attack in the gaming, healthcare, automotive industry, and edu-
cation domains in the domain perspective and attack, respectively. Analyzing Figure 4.1
one can conclude that the likelihood differs per domain.

In the gaming domain, the headsets are most of the time connected to the internet
and it is common for the user to download applications and games. In the VR community
there are legal and trustworthy stores where developers upload early versions of their
games which users can install and try as third-party software, for example, SideQuest
[74]. In this domain, access to the internet is required, making it easier for the attacker
to convince the target to install malicious code. The DoS, and Impersonation attacks
are more likely to happen due to the characteristics of the gaming environment, requiring
devices to be connected to the internet to download or play the games. Attacks that require
physical access to the devices or locations are classified as ”Rare”. In the gaming domain

Unauthorized access, Eavesdropping, Observation, Tampering, Running malicious code,
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Side-Channel, Hijacking and Jamming attacks are the ones having the lowest likelihood

level.
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Figure 4.1: Attack likelihood per domain

The defined educational domain is a multiplayer environment where students interact
with each other, requiring their devices to be connected to the internet to access the
multiplayer environment. Similar to the gaming domain, it is easier to convince the user
to install malicious code due to the necessity of an internet connection and the potential
naivety of underage students. The likelihood level is higher than in the gaming scenario
due to the quantity of personal and critical information stored in educational institutions.
If significant confidential information can be collected about the user, it becomes a provable
candidate for an impersonation attack. The most likely attacks in this context are DoS
and Impersonation. Unauthorized access and Hijacking have the lowest likelihood levels
since they require physical access to the devices to be carried out.

In the healthcare domain, devices do not necessarily need to be connected to the
network to carry out their tasks, and the network is typically private. This lowers the
likelihood of attacks compared to the gaming and education domains. However, health-
care establishments receive thousands of people every day, which provides an opportunity
for attackers to pose as patients. Eavesdropping, Observation, Tampering, Impersonation,

and Jamming attacks are more likely to occur due to the high number of unidentified indi-
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viduals who may attempt to connect to the network or disrupt it unnoticed. Unauthorized
access and hijacking have a lower likelihood of occurrence since they require physical access
to the devices to be executed.

The automotive industry has the lowest likelihood level due to its highly restrictive
environment, where only authorized personnel have access to locations and the Internet.
Impersonation and Jamming are the most common attacks, often perpetrated by business
competitors aiming to disrupt business processes. All other attacks have a likelihood level
rated as ”"Possible” or "Rare”, as the facility strictly controls access, and all individuals

entering the building are registered.
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Figure 4.2: Attack likelihood

Figure 4.2 presents the likelihood classification from the perspective of attacks. An-
alyzing the results, it is evident that DoS, Impersonation, and Jamming are the most
probable attacks. DoS and Impersonation can be executed remotely, which elevates their
impact levels. Prior knowledge of the target increases the likelihood of these attacks suc-
ceeding. As expected from the previous evaluation, Unauthorized Access and Hijacking
attacks have the lowest likelihood level. These attacks require physical interaction with
the devices, which is challenging to achieve in any of the domains. The installation of ma-
licious code into devices is necessary for Chaperone, Disorientation, Overlay, and Human

Joystick attacks. In the Gaming and Educational domains, accessing the internet to carry
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out these tasks makes it easier for attackers to convince targets to install malicious code.
Therefore, a level 3 likelihood was assigned to this domain. The most affected domains

are gaming and education.

4.2.4 Impact classification

Figures 4.3) and 4.4) present the impact classification per domain and attack perspec-
tive, respectively. Analyzing Figure 4.3), it is noticeable that the automotive industry
is the most affected in case of cyberattacks followed by the healthcare, education, and

gaming industries, respectively.
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Figure 4.3: Impact per domain

The automotive domain has the highest impact level. This is due to the business
competitors that can profit from stealing confidential information or affecting the or-
ganization’s process. On the other hand, an attack with the intent to manipulate the
virtual environment and its boundaries can result in severe injuries or even the death of
a trainee working in a factory environment, as they might enter a machine’s danger zone.
Chaperone, Overlay, Human Joystick, Tampering, Running malicious code, Hijacking, and
Ransomware are classified as having an ”Extreme” impact since a successful attack can
permanently halt the business processes or lead to a worker’s fatality. DoS and Jamming

attacks, on the other hand, have the lowest impact level, as they are temporary, and once
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they cease, the system returns to normal operation.

In the healthcare industry, all attacks have a significant impact. In a therapeutic
context, the virtual environment is designed for specific treatments. Even a minor change
in this domain can disrupt or cause permanent damage to the patient. Attacks with the
objective of collecting personal information or preventing the device’s normal functionality
have a high impact level. Overlay, Running malicious code, and Ransomware attacks are
categorized as having an ”Extreme” impact on the healthcare domain. For instance, a
ransomware attack can encrypt all the devices in a hospital, rendering them unusable,
which would disrupt all hospital processes, from routine consultations to critical surgeries.
Eavesdropping, Observation, Impersonation, and Side-Channel attacks are considered to
have the lowest impact level.

In the educational domain, confidential information of minors and their guardians is
stored. A leak of such information would have significant consequences, affecting several
families and damaging the institution’s reputation. In this context, Overlay is the only
attack with an ”Extreme” impact level, followed by Human Joystick, Unauthorized access,
Tampering, Running malicious code, and Ransomware, all of which have a ”Major” impact
level. Similarly to the automotive industry, DoS and Jamming are the attacks with the
lowest impact levels, due to their momentary action.

In the game industry, the most impactful attacks aim to harm or perturb the user.
Thus, Overlay and Human Joystick attacks have the highest impact level. Attacks aiming
to collect confidential information have a lower impact, as the user may not have important
information stored in the device. DoS, Eavesdropping, Observation, Impersonation, Side-
channel, Hijacking, and Jamming have the lowest impact levels. This is because the
headsets are typically used in a private environment where only people known to the
user can have access. Similarly, the information stored on the headsets is specific to an
individual, and since the scenario is focused on gaming, it’s unlikely to involve confidential
information stored on the device.

From the attack perspective (see Figure 4.4), Overlay attacks have an extreme impact
in all the domains considering that is possible to generate continuous flashes that may
trigger a seizure episode in persons with epilepsy. Human Joystick attacks also have a high

impact since the attacker is able to direct the user to an intended destination without his
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Figure 4.4: Impact per attack

perception with the intention of hurting him. Following these attacks, running malicious
code and ransomware have more impact because a successful attack can compromise the

industry’s work process and tarnish its reputation.

4.2.5 Risk classification

According to the ISO 27005 methodology [39], risk consists of a relation between impact
and likelihood (Risk = Likelihood x Impact). The risk level is calculated by multiplying
the likelihood and impact values. Then, the resulting risk level will be assessed based on
the risk criteria defined in Table 4.1. Table 4.4 summarizes the risk analysis, including in

its Risk column, the calculated risk levels per domain.
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4.3 Risk Evaluation

This section summarizes the risk assessment and presents the risk classification of the
surveyed attacks. Table 4.4 shows a risk analysis that, besides the total risk value per
domain, also includes, per attack, the targeted headset [4], the attack intention [60] and if
it applies to AR, VR or MR. Table 4.4 proposes a classification of the attacks categorized
by:

Papers where information about the attack was gathered or where the possibility

of the attack was mentioned.

Headset used in the studies to test the attacks.

e Attack scenarios described in the paper. Could be Virtual Reality (VR), Aug-
mented Reality (AR) or Mixed Reality (MR).

Risk resulting from the multiplication of likelihood and impact of the previous
classifications. The results are presented for each of the four domains: Gaming (G),
Healthcare (H), Automotive Industry (A) and Education (E). The risk is represented
as the result of the likelihood and impact multiplication and the correspondent colour

of the risk acceptance criteria table defined in 4.1.

e Intent of the attack. Particularly, the objective of an attack can be to harm or
mentally disturb the end user, to manipulate the user in believing or doing what the
attacker intents, to obtain confidential information about the user or the company,

to gain knowledge or to profit.

Table 4.4 shows that most of the attacks have a significant risk across all domains.
Healthcare and Education are the most affected sectors with higher average risk values.
In a Healthcare environment, all the attacks have a significant impact on the functioning
of the healthcare institution, as well as on the well-being of patients. Both domains con-
tain a considerable amount of confidential information about the people involved, so the
motivation behind attacks could include harming a user, stealing confidential information
about an individual or group, or tarnishing the institution’s reputation. In the automotive

industry domain, despite the attacks having a significant impact on the company or the
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well-being of its employees, the risk levels decrease. This is due to the controlled envi-
ronment of the industry, where only authorized personnel have access, making it more
challenging for attacks that require direct access to devices. However, it’s crucial to note
that all attacks can still cause permanent damage to the industry’s business processes
and even lead to the bankruptcy of the company. As expected, in the gaming domain,
attacks represent a lower level of risk when compared to all other domains since most of
the time, they occur in a controlled environment, and the device may not contain personal
information. Even if an attack succeeds, it typically affects only one person.

Analyzing the risks from the perspective of attacks, Overlay was the only attack with
an " Extreme” risk level because it can harm any person with epilepsy in any context. This
level of risk is reached in the domains of Gaming and Education, as, in these contexts,
systems are most of the time connected to the internet, making it easier for the attacker to
persuade the target to install the necessary infected code to perform this attack. Following
are Human Joystick, Tampering, and Ransomware attacks with a "High” risk level. The
Human Joystick attack intends to redirect the target to a predefined location. This attack
has a "High” risk in the domains of Gaming and Education because it intends to harm
the target, and like Overlay, it is performed through the installation of infected code.
Tampering involves modifying system components to achieve a final goal; this attack
can lead to the theft of confidential information and the malfunctioning of the system.
This level is reached in the domains of Healthcare and Education, as these organizations
store personal information from various individuals, including minors. In the Healthcare
domain, the health system failing to operate can have serious consequences for patients.
Ransomware involves encrypting system information so that the user cannot access it.
This attack is classified as a "High” risk for the Gaming domain, as the user may have
important information stored on the device used solely for personal purposes, and the
system no longer serves its sole purpose, which is gaming. Jamming, Hijacking, Side-
channel, Observation, and Eavesdropping attacks are classified as ” Very Low” risk, all for
the Gaming domain where it is almost impossible to access the target’s device, and there
is no benefit or motivation for the attack unless it is a targeted attack.

Analysing attacks in general, the Overlay is the attack with the most impact, as it

can affect anyone with epilepsy. Meanwhile, the Side-Channel is the attack that poses the
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least risk.

According to the conducted survey, the headset most frequently used for exploiting
vulnerabilities is the HT'C Vive. It is also one of the headsets vulnerable to attacks with
an extremely high-risk level, Overlay.

The majority of collected attacks are targeted at VR systems, with attacks presenting

higher risk levels also being directed at this type of system.
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Experimentation

In this section, proof of concepts for some of the attacks identified in section 2.2 are
presented. For each scenario the attack, its architecture, the methodology used, the results
obtained, and the headsets for which it was possible to test the attack, are detailed. Per
attack, possible mitigation methods that companies can implement to reduce the identified
risk are described and thus make it safer to implement these technologies in their business
systems.

In particular, a DoS attack and a wireless jamming attack, are shown. This work also
resulted in the identification of a vulnerability in the authorization method used by one of
the devices. The DoS attack, better described in section 5.1, was designed for the HoloLens
1 and 2, and its objective is to render the system unusable for the user throughout the
attack duration. The jamming attack, better described in Section 5.2, is carried out on
the network in a way that causes any VR, AR, or VR device to lose connection. The
vulnerability, better described in Section 5.3, is found in the authorization process of
a HoloLens headset. All the experiments were conducted in a controlled environment
without causing any trouble or malfunction to the existing equipment.

As demonstrated in Chapter 3, the same attack can have different risk levels depending
on the domain in which it is applied. Therefore, the impact of these attacks, and of
the identified vulnerability, on the four different domains of this study is discussed in

Section 5.4.
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5.1 HoloLens Denial of Service

A DoS attack aims to overload a target system in such a way that it gradually becomes
unable to respond to all the requests sent to it. This way, a legitimate user loses access to
a service, which, depending on the application domain, can be crucial to their process.

For this case study, we analyzed the HoloLens headsets that provide a MR experi-
ence. The HoloLens provides a framework to manage and manipulate the content and
functionalities on the HoloLens remotely. The tool is called the ”Device Portal,” as shown
in Figure 5.1, and allows the user to manage applications, documents, and multimedia
content stored on the HMD device. This tool also enables real-time visualization of the
user’s activities on the device and immediate recording or screen capturing. Additionally,
this tool enables the monitoring of system components, as well as managing processes that
are running at the moment on the system. In summary, the ”Device Portal” allows easy
and remote manipulation of all HoloLens processes. Due to its importance, a vulnerability
analysis was conducted on its components and functionalities.

& > C | @ 192168.137.235/#Home 2 % * O :

= Home - Windows Device Portal O©rFeedback  “Wonline 8 cool  m91% O power v ? Help

»Views

»Performance

»System

Scratch

Device Status

HoloLens status
Everything looks good

HoloLens Operating System Information

Computer name HoloLens-LIATS

Windows version 17763.3046.x86fre.rs5_release_svc_prod1.220607-2206

Figure 5.1: HoloLens Device Portal

5.1.1 Attack architecture

In Figure 5.2, the architecture of the performed attack is depicted. To carry out
the attack, the malicious individual needs to be connected to the same network as the
target. This connection enables the hacker to use a security scanner to analyze the entire
network with the intention of identifying the devices available on the network and other

important characteristics, such as their Internet Protocol (IP) address, open ports, and
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running services. This analysis is crucial to define the attack vector.

Any device connected to the network can access the ”Device Portal” by simply entering
the corresponding HoloLens IP in a browser. From the information gathered by the
scanner, the attacker can identify the IP and use it to attempt to access the remote
management service. By analyzing the network traffic when an action is performed on the
"Device Portal”, the hacker gains access to the requests made to the device’s API. With
this information, they can develop a script to run these requests to the API consecutively.
Upon receiving all these requests, the Central Processing Unit (CPU) becomes overloaded,
and consequently, the system becomes unresponsive to the commands of legitimate users,
blocking the use of the HoloLens. Even if the user decides to restart the headsets, the

attack continues as long as the IP remains unchanged or the attacker decides to stop it.

.

3
) GN

Real users

Hololens headset

Malicious individual

Figure 5.2: HoloLens DoS attack architecture

5.1.2 Attack demonstration & Mitigation methods
The requirements necessary for the correct reproduction of this attack are:
1. The HoloLens must have access to the Internet.
2. The ”Device Portal” option needs to be enabled on the MR device configurations.
3. It is necessary for the attacker and target to be connected to the same network.

4. The software stack used was the HMD HoloLens Software Version: Windows Holo-

graphic, OS build: 10.0.17763.3046 and 10.0.22621.1244, Firmware version: 0005.05.5.1801091036R.
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It is not necessary to have a specific operating system to execute the attack. The script
used for the DoS must be adapted according to the requirements of the chosen tool for
running the script. In this case study, the script was developed to run on Windows
PowerShell [88].

The malicious individual initiates the attack by selecting a network scan tool to identify
the current IP of the headsets connected to the network. To access the ”Device Portal”
homepage, it is only necessary to enter the headsets’ IP in the browser. On this page, you
will be prompted to enter login credentials. However, once a count of 3 incorrect attempts
is reached, the user is redirected to the page where a new pairing with the headsets can
be requested, and subsequently, a new user can be created. By inspecting the elements of
this webpage, it is possible to analyze the network requests made to the HoloLens API.
These requests contain information about the body and headers of the request, which can
be easily replicated in another tool, as presented in Figure 5.3. The ability to send these

requests was the identified attack vector.
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Figure 5.3: HoloLens API request

Whenever a new pairing request is made, the processes of the HoloLens are paused,
and a PIN is overlaid onto the user’s view, which must be entered on the web page to
proceed with the pairing of the device, as represented in Figure 5.4. The HoloLens only
resumes normal operation when this PIN disappears. To make it disappear, the user can

complete the pairing process on the web page or open a Settings Menu where they can
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return to the typical view of the HoloLens.

Figure 5.4: HoloLens paring pin

As mentioned, the identified attack vector was the possibility of any device connected
to the network making pairing requests to the HoloLens API without any restriction on
the number of requests. To test this attack, a script was developed to repeatedly make
pairing requests to the API, ignoring any possible errors that may occur until this process
is manually stopped by the attacker (see Figure 5.5 and Appendix A). This script was
developed for Windows PowerShell, as it is possible to schedule the script to run every
time the computer is powered on. In this way, the attacker can install the script on the
target machines, which are usually connected to the same network as the HoloLens. The
attack runs in the background without users noticing, rendering the equipment unusable.
Powershell provides the ”New-ScheduledTask” command, which allows the creation of a

trigger to run the malicious script whenever the computer is switched on.
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2 Windows PowerShell

) {

: i
rShell.Commands . WebRequestSession

Cookies.Add((New-Object System.Net.Cooki
M)

Tnvoke-WebRequest

e{

StatusCode : 200

StatusDescription : OK

Content : {F

RawContent : HTTP/1.1 280 OK
h: @
Nov 2023 10:04:21 GMT

RekmdJOBAQODqFCPILUPd1K

soft-HTTPAPI/2.@

: {[Content-Length, @], [Date, Fri, 24 Nov 2023 10:04:21 GMT], [
CSRF-Token=157 xRekmdJOBAQBDgFCPILUPA1K],
RawContentLength

Figure 5.5: PowerShell script

As mentioned in this section, whenever a pairing request is made, the pairing Pin is
overlaid onto the user’s view. As a result of tests conducted with the previous script, it
was observed that continuously sending requests causes the HoloLens to constantly overlay
new Pins on the user’s view, preventing them from performing any other tasks. The user
has the option to open a menu over this Pin, however, since the headsets are constantly
receiving new requests, the user doesn’t have time to perform any operations in this menu.
Over time, the glasses start to glitch, and the HoloLens struggle to understand the gestures
or commands spoken by the user. In this way, the user can no longer use the device until
the attack is stopped.

The attack was tested in different scenarios and proved to be effective in its entirety.
When the user attempts to restart the HoloLens, as expected, the API stops responding.
However, as defined in the script, errors returned by the server should be ignored, allowing
it to continue running in the background. Once it is detected that the HoloLens has re-

established a connection to the network, the attack persists, preventing the user from
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performing any other tasks. The test was also conducted when a trusted device was
already paired with the headsets. The result was the same, it is possible to carry out the
attack as long as the IP of the sender is different from the one already paired.

During the conducted tests, it was observed that the headsets experienced overheating
due to CPU overload. In Figure 5.6, the processing of the CPU and memory of the
headsets during the attack is demonstrated. As can be seen at certain moments, the CPU
is elevated to very high levels, causing equipment to overheat and delaying its response to

other services.
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Figure 5.6: CPU and Memory processing

In essence, this DoS attack involves overloading the HoloLens API with pairing re-
quests. This way, new Pins are constantly overlaid onto the user’s view within a matter
of seconds. This behaviour prevents the legitimate user from carrying out any other tasks
on the HoloLens until the attack is stopped.

The appropriate mitigation methods for this type of attack would be at the API level by
applying a restriction on pairing requests made from a specific IP. However, if the attacker
intends to spoof the IP in their requests, this methodology could be easily overcome.
Therefore, it is proposed to also impose a restriction on the total number of requests made

within a short period of time.
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5.2 Network Jamming and Denial of Service using HackRF

A Jamming attack involves obstructing the communication channels of wireless net-
works with the aim of causing interference in communications and disrupting the normal
functioning of the service. As a result, this attack generates a DoS by preventing other
devices from establishing a stable connection with the service.

As analyzed in Section 1.1, a significant number of VR, AR, and MR devices require
Internet access to perform tasks according to the specifications of each domain. Thus, it is
proposed to conduct a jamming attack on the network to compromise the communication
of these devices.

For this case study, the HackRF One Software-defined radio (SDR) device was em-
ployed. This is a radio communication system that enables users to manipulate and
program radio signals. One of its advantages is that it allows programming a wide range

of radio frequencies, from shortwaves at 1 Megahertz (MHz) to high frequencies up to

6Gigahertz (GHz).

5.2.1 Attack architecture

Figure 5.7 depicts the set-up of the attack. To execute the attack, the malicious
individual needs to be within the range of the network. The attacker begins by analyzing
the network to determine which channels are being used by the wireless network and what
frequency the HackRF should be calibrated to.

The attacker employs the HackRF to transmit a high and powerful quantity of radio
signals to disrupt the communication between the devices and the network. During the
procedure, interference is introduced into the network in such a way that no device is able
to maintain stable communication.

The HackRF is open-source and allows it to be calibrated according to the needs
of each user. To perform this programming, a virtual machine with the Ubuntu 2023
operating system was used, along with the GNU Radio programming software provided

by the HackRF company.
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R el el g

Figure 5.7: Jamming and DoS attack architecture

5.2.2 Attack demonstration & Mitigation methods
The requirements necessary for the correct reproduction of this attack are:
1. It’s necessary to be in the vicinity of the target network.

2. Conduct an analysis of the network to identify the channels and the frequency at

which communication is being transmitted.

3. Have a machine with a Linux distribution operating system to calibrate the HackRF

using the GNU Radio software.

To enable the HackRF to cause interference on the intended communication channel,
it is necessary to identify the frequency at which this communication is taking place.
For this process, the mobile application ”Wifi Analyzer” [87] was used, which graphically

displays nearby Wi-Fi networks and their respective channels, as displayed in Figure 5.8a.
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Through the channel, it is possible to identify the transmission frequency using tables for
2.4 GHz communications as a reference, as presented in Figure 5.8b.

Analyzing Figure 5.8, we conclude that the wireless network ”Vodafone-F42D80” is
being transmitted on channel 8. When matched with the frequency table, it can be
confirmed that the average transmission frequency of the network is 2447 MHz. Therefore,

the HackRF should be calibrated to Wi-Fi jamming at a frequency of 2,446e10 Hertz (Hz).

DSSS OFDM Most of

Frequency Frequency world
Channel Channel Center Frequency Index
range range
22 MHz 20 MHz 40 MHz
(MHz) (MHz)

Gréfico Canal 24 i 5 6

GHz " GHz

ulil A *x

2 | 240 -
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No 11b only

(b) IEEE 802.11b-1999—802.11b/IEEE 802.11g-
EREENENEEEEEE 2003—¢g/IEEE  802.11n-2009—m/Wi-Fi  6—ax table
(a) Wi-fi Analyzer results correspondence [37]

Figure 5.8: Identifying the network channel and frequency

To configure the HackRF for emitting High Noise that induces interference in the
network, the GNU Radio software was employed. This software facilitates programming
through block-based design using a flowchart. The HackRF was set up to function as a
Wi-Fi jammer. The flowchart depicted in Figure 5.9 is designed to produce a noise source
with random data at a specific frequency of 2.446e10 Hz (the identified frequency for
the network under examination). The sample rate was adjusted to the maximum values.
Executing this type of attack also required a 1 GHz to a 2.4 GHz antenna to enable
the HackRF to transmit at the desired frequency. The HackRF was positioned in close
proximity to the targeted device, and the transmission of noise was initiated. Within a

few seconds, the devices became incapable of communicating with the network.
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Figure 5.9: HackRF configuration

To mitigate this type of attack, a jamming detection mechanism should be imple-
mented. These tools analyze communication signal patterns to identify anomalous ac-
tivities. An example of software commonly used for detecting jamming is the Spectrum
Analyzer. This type of software, exemplified by NetStumbler [57], monitors radio fre-
quencies in real-time, identifying interference patterns and helping determine the origin of
disruptions in signals. Since the attack occurs locally, it is crucial to implement effective
control in the affected spaces. It is also recommended that proactive measures be taken
upon detecting any interference signal, in order to safeguard the integrity of operations

and avoid potential negative consequences.

5.3 HoloLens Authentication method vulnerability

In this section, a vulnerability in the authentication method of the ”Device Portal”
tool, available for HoloLens 1 and 2, is described. As mentioned earlier, this tool is
used to manipulate the headsets and their content remotely. During a thorough analysis
of its functionalities and the structure of the requests it makes to the HoloLens API, a
vulnerability was detected that allows a malicious individual to steal access credentials to
authenticate themselves on the ”Device Portal,” gaining remote access to the device.

Figure 5.10 illustrates the structure of a request made to the HoloLens API to obtain
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the names of multimedia contents stored on the device. Analyzing the request headers,
it is apparent that the Authorization is of type ”Basic”, indicating that the username
and password are included in this authorization in Base64 text format [40]. Despite not
being presented in plain text, in today’s context, a simple search in the browser can easily

convert this Base64 text to plain text. Consequently, the attacker gains access to the login

credentials.
GET Get Files name ®  posT localhost:5000/api/ke ®  GET Untitled Request ®  GET download File L] T o Local W
) Get Files name B save v o
GET ~ https://192.168.137.235/apif/halographic/mrc/files Send ~
Params Authorization Headers (20) Body Pre-request Script Tests Settings Cookies
B Aulep AT
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
authority 192.168137.235
accept o i
accept-language pt-PT,pt;q=0.9,en-US;q=0.8,en;q=0.7
| authorization Basic bGIhOJEyMzQ1Njc= |
referer https://192.168.137.235/
sec-ch-ua "Google Chrome";v="119", "Chromium";v="119", "Not?A...

Response

Figure 5.10: POST request to the HoloLens API

For this vulnerability, the following study scenario is presented. The malicious individ-
ual has access to the location and devices used for pairing with the HoloLens headsets. In
this way, the attacker can install an interception proxy on the legitimate machines, which
captures all transmissions from the devices. As the machines are used, information related
to the communications is stored, and consequently, requests for access to the ”Device Por-
tal” will also be captured. Once the attacker gains access to the infected devices, they can
obtain the corresponding login credentials in Base64 format. Finally, the attacker uses an
online tool to convert it to plain text.

This scenario can be achieved using interception proxy tools, such as Mitmproxy [55].
This tool functions as MITM attack, and once installed on a system in the same network
and after altering the proxy configuration of the victim’s machine, it allows for a detailed
analysis of the communications made by the device. The drawback is that when using this

tool, a warning is issued by browsers indicating that the communication being conducted
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is not secure. However, the Secure Sockets Layer (SSL) certificate used by the ”Device
Portal” is not considered secure by browsers and, by default, already issued this warning.
Therefore, the use of this interception proxy would go unnoticed by the user.

After installing the MitmProxy software, the Mitmweb tool must be activated, en-
abling the capture and visualization of device traffic via a web page. To configure this
tool, the following command was executed in the command line with administrator priv-
ileges: mitmweb —ssl-insecure, as illustrated in Figure 5.11b. The flag ”—ssl-insecure”
is utilized to deactivate SSL certificate verification during the MITM interception. This
allows the application of the tool to sites with certificates considered insecure, such as the
"Device Portal’. Subsequently, the computer’s settings need manual configuration for the

proxy, as displayed in Figure 5.11a.

Configuracao de proxy manual

Utilizar um servidor proxy para ligagdes Ethernet ou Wi-Fi. Estas
defini¢des néo se aplicam a ligagges VPN.

Utilizar um servidor proxy
® Lligado
Enderego Porta

127.0.0.1 8080

Usar o servidor proxy exceto para enderecos que comegam com as
seguintes entradas. Use ponto e virgula () para separar as entradas.

*local s reservados.

secure

y listening at *:

I:‘ Nao usar o servidor proxy para enderegos locais (intranet) = C ThE -
listening at http: 7.0.0.1:8081/

Guardar

—~

b) Command to start and configure the mitmWeb frame-
(a) Proxy Configuration work

Figure 5.11: Mitmproxy configuration

Upon completing this process, the interception proxy is ready to capture transmissions.
In Figure 5.12, the result of the interception proxy is presented. As can be observed, it is
possible to obtain the authorization string in Base64 format. This string represents the
authentication credentials for the ”Device Portal,” respectively in the following format
”user:password.” In the example shown in Figure 5.12, the string ”bGlhOjEyMzQ1Njc="
translates to ”1ia2:1234567”. With this information, the attacker can remotely access the
HoloLens even if another device is already paired. Access to this tool poses a high risk to
the confidentiality and availability of the content stored on the HoloLens, as it allows the

attacker to eavesdrop on the user’s activities in the MR experience and manipulate the
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settings and content of the headset.

Path Method Status Size Time  “|| Request | Response Connection Timing
_‘}11{;)5://192.168.1.177/ap\/p0wer/5tate GET 200 57b 2s GET https://192.168.1.177/api/power/state HTTP/2.0
| https://192.168.1.177/api/holographic/thermal/stage GET 200 20b 2s | authorization: Basi Ol R e
‘mps://192_168_1_177/ap‘/powe,/baﬂe,y GET 0 . sec-ch-ua: "Google Chrome";v="119", "Chromium";v="119", "Not?A Brand";v="24"
= accept: */*
<3| http://tlu.dl.delivery.mp.microsoft.com/filestreamingservice/file... GET 403 345b  38ms
— x-requested-with: XMLHttpRequest
'_J}11(;)5://192.168.1.177/ap\/p0wer/5tate GET 0 sec-ch-ua-mabile: 70
_1WDSZ//WZ-W68-1-177/HP‘/h0‘09faPh‘t/Ihelma\/stage GET 0 E user-agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64) ApplelebKit/537.36 (KHTML, like
<] http://tlu.dl delivery.mp.microsoft.com/filestreamingservice/file... GET 403 0 T fecko) Chrome/119.0:0.0 Safart/S3156
= sec-ch-ua-platform: "Windows”
<>/ htpi//tlu.dl.delivery.mp.microsoft.com/filestreamingservice/file... GET 403 345 31ms i o
= sec-fetch-site: same-origin
<>‘hﬁp‘//t\u.d\dehvery.mp.m\crosoft.(om/ﬂlestreamlngservme/ﬂ\ev. GET 403 345b  42ms sechoidhsmode: cors
<>| http://tlu.dl.delivery.mp.microsoft.com/filestreamingservice/file... GET 403 345b  29ms sec-fetch-dest: empty
| https://192.168.1.177/api/power/battery GET 0 referer: biips//192.36850.377)
] accept-encoding: gzip, deflate, br
| hittps://extension femetrics.grammarly.io/batch/import POST 200 1.5kb 102ms
— accept-language: pt-PT,pt;q=0.9,en-Us;q=0.8,en;q=0.7
<_>‘http//t\u.(ﬂdel\very.mp.m\crosoft.(om/ﬂles(reamnngserv\ce/ﬂ\e,. GET 403 ORI ookie: crr-Token-NFomKz7CshoB1RhqpoudaiZEzeDdFNgr
<>| http://tlu.dl.delivery.mp.microsoft.com/filestreamingservice/file... GET 403 345b  44ms Noicontent @ Edit || £ Replace || 1 View: auto ~
<3| http://tlu.dl delivery.mp.microsoft com/filestreamingservice/file... GET 403 345b  51ms
<>/ http://tlu.dl.delivery.mp.microsoft.com/filestreamingservice/file... GET 403 345h  38ms

Figure 5.12: Mitmweb results

To address this specific vulnerability, it is advisable to implement mitigation measures
at the API level, focusing on enhancing the security of the authorization methods in
place. This issue can have a much smaller potential impact if a more reliable and secure
authorization procedure is used. Using a powerful encryption technique makes it extremely
difficult for an attacker to decrypt the string, even if they manage to have access to it.

This provides an extra line of defence against unwanted access and any data breaches.

5.4 Impact per domain

This study aims to analyze the risk that attacks on VR, AR, and MR systems can pose
to the application domains that benefit most from the implementation of these technologies
in their business processes. In this section, we discuss the impacts that DoS and jamming
attacks, as well as vulnerabilities in the authorization process of HoloLens, can bring to
the Gaming, Healthcare, Automotive Industry, and Education domains.

Starting with the Gaming domain, DoS attacks and jamming have been classified
with a risk level of 5-Medium and 1-Very Low, respectively. In this domain, devices are
solely used for entertainment purposes. Therefore, the DoS attack is considered a medium
risk since a significant portion of games and entertainment methods nowadays require
an internet connection. Consequently, if the device in this domain is targeted by a DoS

attack, it becomes restricted in terms of the activities it can perform. The jamming attack
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represents a very low risk, as it is temporary, and the attacker needs to be in proximity
to the target for it to work. Thus, in the gaming domain where headsets are used in
a restricted environment, it is easy to identify the origin of the attack. Regarding the
vulnerability of unauthorized access, it is also classified as low risk in this domain. This
is because it is a personal use device primarily employed for gaming.

In the healthcare domain, DoS and jamming attacks have been categorized with a
risk level of 5-Medium and 12-High, respectively. In this context, devices are utilized for
therapeutic purposes to aid patients who are psychologically or physically more vulnera-
ble. Consequently, even a slight alteration in the therapy session could have a significant
impact on the patient, amplifying the impact of these attacks. In the case of DoS attack,
devices become unusable during its process, impeding the continuity of scheduled therapy.
Minimal disruption in the therapy program can already adversely perturb the patient. On
the other hand, in the case of jamming, the risk is considered high. This is due to the
fact that hospital centres receive thousands of people daily, providing an opportunity for
an attacker to go unnoticed while intentionally disrupting the user’s therapy session. As
for the vulnerability of unauthorized access, the risk is also considered medium since the
headsets do not contain confidential information about the patients. Nevertheless, this
vulnerability could be exploited by an attacker to gain access to the therapy program or
spy on the user.

In the domain of the automotive industry, DoS and jamming attacks have been clas-
sified with a risk level of 2-Very low and 3-Low, respectively. In this specific domain,
the use of HMD, such as VR, AR, and MR systems, has been considered for training
new employees or simulating repairs. In this context, both attacks are categorized with
a very low level of risk. This is attributed to the restricted environment where only au-
thorized personnel can enter. Furthermore, even in the event of equipment malfunction,
employees can still perform tasks using alternative methods or carry out other duties. It’s
important to note that in the automotive industry, these mixed reality devices serve as
supportive tools and are not considered essential to the core business processes. Concern-
ing the vulnerability of unauthorized access, the risk is deemed medium. This is due to
the possibility of a business competitor attempting to spy on the space or gain access to

confidential information.

Page 67 of 82



Chapter 5. Experimentation

In the domain of Education, DoS and jamming attacks were classified with a risk level
of 5-Medium and 3-Very low, respectively. In the educational context, this technology is
employed to enhance students’ engagement and interaction with the presented content.
Consequently, the DoS attack carries a medium risk, as numerous students may attempt to
disrupt the school network, potentially causing disruptions to the class schedule. However,
it does not entirely prevent the continuation of classes. On the other hand, the jamming
attack needs to be executed in close proximity to the communication, making it easier
to identify the source of the attack. Regarding the vulnerability of unauthorized access,
the risk is considered medium. While the headsets typically do not contain confidential
information about the students, there is a concern about potential eavesdropping on the

class, which may involve recording of minors.
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Conclusions and Future Work

The VR, AR, and MR systems over the years have proven to be important technologies
for various business sectors, beyond the gaming industry. According to the statistics
presented by Finances Online, by 2023, the Gaming sector shows the best performance,
with a 61% adoption rate among industries where these technologies are most useful.
However, also receiving a high rating are the Healthcare and Automotive industries, both
with a 41% adoption rate, followed by the Education sector with a 23% level of utility.
These results indicate that these technologies are increasingly tending to be applied in
different business areas. The adoption of new technological methods brings forth security
concerns for systems, companies, and individuals. This study is motivated by the need to
raise awareness among companies about potential vulnerabilities in these devices and the
associated risks.

This study presents a contribution for companies intending to implement VR, AR,
and MR technologies in their business processes, making them aware of the security risks
associated with different technologies. In this context, a survey was conducted to gather
vulnerabilities already reported for these systems, as well as novel mitigation methods.
The systematic literature review resulted in 15 attacks, where the type of affected system,
the HMD used for the tests, proposed mitigation methods, and the intent of the attack
were identified.

In this context, a risk assessment was carried out based on the standard ISO 27005
methodology for each of the identified attacks applied to different domains. This method-

ology suggests establishing risk criteria scales to decide which process to adopt for the
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various levels of acquired risk. For this study, a 6-level risk acceptance scale was defined,
ranging from Very Low, which involves accepting the risk as it does not have a significant
impact on the company’s processes, to Extreme, which requires an immediate measure to
lower the risk level, as it affects critical processes for the company.

According to ISO 27005, the risk calculation is performed by multiplying the likelihood
value of an attack occurring by the impact that a successful attack can bring to that
domain. Two scales from 1 to 5 have been defined to determine the likelihood and impact
of the attacks. The likelihood scale ranges from ”Rare” to ” Very likely”, representing the
probability of an attack occurring and considering aspects such as physical and remote
access to locations or devices and their authentication methods. For impact, a scale from
”Very Low” to ”Extreme” has been defined, representing the potential consequences of an
attack. This classification takes into account both individual safety and the reputation of
an organization, as attacks can target either users or companies at different levels.

From the risk analysis, it is clear that one attack can have different impacts depending
on the domain to which it is applied. Healthcare and Education are the most affected
sectors with higher average risk values, and the Gaming domain, as expected, presents the
lowest average risk levels. Regarding the attacks, Overlay, Human Joystick, and Tamper-
ing are the most impactful attacks, while Jamming, Hijacking, Side-channel, Observation,
and Eavesdropping present the lowest average risk values.

With the aim of understanding the true impact that an attack can have on a user,
three study scenarios were explored. The first involves conducting a DoS attack on the
HoloLens headsets, rendering the device completely unusable. The second scenario repre-
sents a generic jamming attack that disrupts communication to the Wi-Fi network through
a high level of radio signal noise. This attack ultimately results in a DoS where no de-
vice can establish stable communication with the network. The last scenario presents a
vulnerability in the authorization method used to make requests to the HoloLens API. In
this case, information is transmitted in Base64 format, which can easily be converted to
plain text.

Future work involves the development of a proof of concept for other virtual reality
systems, using different VR and AR headsets to understand the true impact on the end

user. A definition of mitigation methods for the identified attacks is also planned for the
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companies that have already implemented these technologies.
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Appendix A

Denial of Service Script

$continueRunning = $true

function RunScript {

try {
$session = New-0Object
Microsoft.PowerShell.Commands.WebRequestSession
$session.UserAgent = "Mozilla/5.0 (Windows NT 10.0;

Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/119.0.0.0 Safari/537.36"
$session.Cookies.Add ((New-0Object
System.Net.Cookie ("CSRF-Token",
"UoB+CXYWhkPeahA48FLF0JAJM3ZH1J62", "/",

"192.168.137.235")))

Invoke-WebRequest -UseBasicParsing -Uri

"https://192.168.137.235/api/authorize/startpair"

[4

-Method "POST" °

-WebSession $session ¢
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Appendix A. Denial of Service Script

-Headers @{
"authority"="192.168.137.235"
"method"="POST"
"path"="/api/authorize/startpair"
"scheme"="https"
"accept"="x/%"
"accept —encoding"="gzip, deflate, br"
"accept-language"="pt-PT,pt;q=0.9,en-US;q=0.8,
en;q=0.7"
"authorization"="Basic YTo="
"origin"="https://192.168.137.235"
"referer"="https://192.168.137.235/devicepair.htm"
"sec-ch-ua"="‘"Google Chrome ‘";v=°"119 ‘",

‘"Chromium ‘" ;v=¢"119 ‘",

‘"Not?A_Brand ‘";v=‘"24°“""
"sec-ch-ua-mobile"="70"
"sec-ch-ua-platform"="‘"Windows ‘""
"sec-fetch-dest"="empty"
"sec-fetch-mode"="cors"
"sec-fetch-site"="same-origin"

"x-requested-with"="XMLHttpRequest"

}
}
catch {

Write-Host "Error: $_"
}

# Run the script in a loop until Ctrl+C is pressed

while ($continueRunning) {
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Appendix A. Denial of Service Script

RunScript

Listing A.1: Denial of Service PowerShell Script
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