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Resumo

Os Application Tracking Systems (ATS) evoluiram significativamente desde a sua criagdo em
1996, transitando de simples repositérios de curriculos para ferramentas avangadas baseadas em
inteligéncia artificial (IA). Embora estas inovagdes tenham melhorado a eficiéncia do recruta-
mento, introduziram desafios éticos e de direitos humanos significativos. Vieses nos dados de
treino da IA e a excessiva dependéncia da tomada de decisdo algoritmica resultaram em violagdes
da dignidade humana, igualdade, privacidade e outros direitos fundamentais. Este estudo analisa
estes desafios e propde uma abordagem centrada no ser humano para os processos de recrutamento,
integrando os ATS com salvaguardas éticas.

A metodologia envolve o desenvolvimento de uma Aplicacdo de Servico de Humanizacao para
mitigar vieses e reforcar a supervisdo humana. As funcionalidades principais incluem:

1. Validagdo dos requisitos de vagas de emprego;
2. Identificacdo e correcdo de triggers de viés nos algoritmos de recrutamento;

3. Exigéncia de assinaturas digitais de profissionais qualificados para aprovar antincios de em-
prego.

Ao incorporar A generativa e blockchain, este sistema promove conformidade, transparéncia
e justica no recrutamento, abordando as preocupacdes éticas da contratagdo algoritmica. Crucial-
mente, este trabalho demonstra que as organizagdes podem alcancar uma humanizagao significa-
tiva dos seus processos de recrutamento, incluindo a mitigagao de vieses e o fornecimento de feed-
back personalizado (entre muitos outros passos potenciais), através de intervencdes direcionadas
que requerem investimentos financeiros, prazos e recursos computacionais surpreendentemente
modestos. Este estudo sublinha a importincia de combinar avangos tecnolégicos com consider-
acdes éticas para criar processos de recrutamento equitativos de uma forma acessivel e eficiente
em termos de recursos.



Abstract

Application Tracking Systems (ATS) have evolved significantly since their inception in 1996, tran-
sitioning from simple resumé repositories to Al-driven tools with advanced capabilities. Although
these innovations have improved recruitment efficiency, they have introduced significant ethical
and human rights challenges. Bias in Al training data and over reliance on algorithmic decision
making have led to violations of human dignity, equality, privacy, and other fundamental rights.
This study examines these challenges and proposes a human-centered approach to recruitment
processes that integrates ATS with ethical safeguards. This methodology involves the develop-
ment of a Humanization Service Application to mitigate biases and enhance human oversight.
Key features include:

1. validating job vacancy requirements;
2. identifying and addressing bias triggers in recruitment algorithms;
3. requiring digital signatures from qualified professionals to approve job postings;

By incorporating generative Al and blockchain, this system facilitates compliance, transparency,
and fairness in recruitment, thereby addressing the ethical concerns of algorithmic hiring. Cru-
cially, this work demonstrates that organizations can achieve meaningful humanization of their
recruitment processes, including the mitigation of bias and provision of personalized feedback
(among many other potential steps) through targeted interventions that require surprisingly mod-
est financial investment, time commitment, and computational resources. This study underscores
the importance of combining technological advancement with ethical considerations to create eq-
uitable recruitment processes in an accessible and resource-efficient manner.
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Chapter 1

Introduction

In 1996, the first ATS emerged as a crucial software tool for companies, primarily utilized by
management and HR teams to efficiently manage job advertisement applications [11]. At that

time, the core functionalities included:

1. Storing resumés
2. Keyword filtering and searches
3. Advertising job vacancies

4. Candidate tracking

Over the years, with the continuous evolution of technology, ATS software has expanded its ca-
pabilities significantly. The integration of Artificial Intelligence (Al) into these systems promises
increased efficiency and automation of recruitment. However, although these advancements were
intended to enhance productivity, they also introduced a range of ethical and operational chal-
lenges. Al-driven recruitment tools have been found to exhibit biases related to race, gender, and
age, leading to discriminatory hiring practices. Furthermore, increasing reliance on algorithmic
decision-making has resulted in a degree of detachment among HR professionals, as recruitment
processes have become predominantly automated, reducing the emphasis on human judgment.

These issues extend beyond the technical limitations and enter the realm of ethical concerns.
The primary concern is not merely the use of Al-powered ATS tools but rather the manner in which
they are designed and implemented. Numerous studies have highlighted how algorithmic decision
making in hiring processes can infringe upon fundamental human rights, including the right to
work, equality, non-discrimination, privacy, and freedom of expression and association. Unfair
algorithmic evaluations [4] can compromise human dignity by making hiring decisions based on
flawed or biased data, rather than an applicant’s true professional potential.

To address these injustices and human rights violations in the recruitment process, this research
aims to develop a service that evaluates and humanizes job vacancies by identifying misalignments
in job requirements, unrealistic experience expectations, and excessive workload demands. Ad-

ditionally, the proposed system is designed to detect biases within recruitment data, including



discrimination based on gender, age, race, and other personal characteristics that may unfairly in-
fluence hiring outcomes. By employing Al and data validation techniques, this research seeks to
eliminate biased data that do not contribute to an objective assessment of candidates’ qualifications
and competencies.

Furthermore, the study proposes a balanced approach to mitigating overreliance on algorith-
mic recruitment by emphasizing the necessity of human oversight in the final selection process.
This approach aims to harmonize the efficiency of Al with the indispensable role of human judg-
ment, ensuring that hiring decisions are both fair and free from algorithmic biases. Ultimately, the
objective is to create a more inclusive and equitable recruitment framework that upholds ethical

principles while leveraging the benefits of technological advancement.

1.1 Problem awareness and identification

First, these problems were identified online. Suddenly, on social media platforms such as Twitter
and Reddit, users began to raise concerns regarding various aspects of the recruitment process.

Some of the most frequently cited issues include the following.

1. Unrealistic job requirements
2. Unfair screening due to use of ATS
3. Ghost jobs

4. Poor or non-existent feedback

Ghost jobs are job posts for positions that are not actually open or for which the company has
no intention of filling. This practice, often used for purposes such as collecting CVs or creating
an illusion of growth, can be misleading and frustrating for jobseekers. While this work does
not directly address the issue of ghost jobs, it is important to acknowledge their prevalence in the

current recruitment landscape.

1.1.1 Unrealistic job requirements

Unfortunately, unrealistic job requirements and discrepancies have become increasingly common,
raising significant concerns regarding fairness and human rights violations [4]. An illustrative
example is presented in Figure 1.1. In this case, a developer who had created a software framework
discovered a job listing that required more years of experience with the framework than the existing
tool. Even the creator of the framework did not meet the specified criteria. Such issues often arise
when HR departments rely on ATS-generated role requirements without involving domain experts

who fully understand actual job demands.

HRATS, Valdo Voliz Mpinga 2



Sebastian Ramirez
@tiangolo
| saw a job post the other day. §

It required 4+ years of experience in FastAPl. ;.

| couldn't apply as | only have 1.5+ years of experience since | created
that thing. &

Maybe it's time to re-evaluate that "years of experience = skill level". %

2:40 PM - Jul 11,2020

Figure 1.1: Unrealistic requirements.

In Figure 1.2, a misconfigured job requirement led to a major HRM team dismissal. In this
case, the role remained open for three months without any successful candidates. When the team
manager confronted HR about the issue, they simply stated that no qualified applicants were found.
Suspicious of this outcome, the manager created a new email account, modified his own CV,
and applied it for the position, only to be automatically rejected by the ATS. This incident is
particularly revealing, as the manager himself knew precisely what qualifications were required.
Upon further investigation, the issue was traced to a typo in job requirements, which prevented

suitable candidates from passing the ATS filtering process.

A similar issue is demonstrated in Figure 1.3, where an applicant is rejected exactly one minute
after submitting its application. This highlights how candidate data are processed almost exclu-
sively by the ATS before reaching the HR personnel. While automation can enhance efficiency,
it also reinforces the perception that applicants are treated purely as data points rather than as
individuals. The core issue is not the use of ATS or Al-driven recruitment systems themselves,
but rather the complacency and lack of human intervention in decision making. Companies must
strike a balance between automation and ethical hiring practices to ensure that recruitment pro-

cesses remain fair and humane.

1.2 Research Objectives

Contemporary recruitment methodologies often grapple with issues pertaining to transparency,

equity, and efficient allocation of resources. This thesis posits that readily available open-source

HRATS, Valdo Voliz Mpinga 3



Most of the HR team was fired because a typo in the
ATS caused every application to be rejected.

When the manager brought the issue to upper management, "they
fired half of the HR department in the following weeks." It turned out
the entire problem resulted from a typographical error with
enormous consequences.

The manager works in the tech space and was trying to hire
developers. But HR had set up the system to look for developers
with expertise in not only the wrong development software but a
development software THAT DOESN'T EVEN EXIST ANYMORE.

"They were looking for an AngularJS developer,” he wrote, "while we
were looking for an Angular one (different frameworks, similar
names)." AngularJs was discontinued in 2010. In 2010!

"Since the [ATS] was auto-rejecting profiles without AngularJs in it
we literally lost all possible candidates,” they explained. "The truly
infuriating part was that | consistently talked to them asking for
progress and they always told me that they had some candidates
that didn't pass the first screening processes (which was false)."

Figure 1.2: Typo on requirement.

r/cscareerquestions - 3 yr. ago
< >? boultox

I received a rejection email literally 1 min after sending my job
application

How is this possible?
| sent my resume and other information on their websites, | received the following email right after:

"Our recruiting team manually reviews every single candidate’s profile, and we receive a high volume of applications,
so it may be a couple of weeks before we can get in touch with you regarding the next steps. "

And then, 1 min later | receive a rejection email.

How come that instead of a couple of weeks, they responded in a minute?

Figure 1.3: Instant rejection.

technologies, specifically Large Language Models (LLMs) and blockchains, offer a viable path-
way to address these challenges. The overarching goal of this research is to demonstrate the fea-
sibility of implementing recruitment processes that are not only more transparent, equitable, and
humane, but also achievable with minimal investment in both temporal and financial capital by
effectively harnessing these existing technological frameworks. The specific research objectives

undertaken to substantiate this central premise are as follows.

1. Vacancy Requirement Validation: Contemporary recruitment practices frequently exhibit
incongruities between job titles and associated requirements. This research implemented

the following Al-driven validation protocols:

* Analyze coherence between job titles and qualification requirements

HRATS, Valdo Voliz Mpinga 4



» Assess temporal consistency of experience demands relative to market realities
* Identify contradictory or exploitative requirement patterns

* Generate standardized compliance metrics for published vacancies

2. Bias Trigger Identification: To address systemic discrimination in hiring practices [13],

the proposed system will:

* Implement anonymization pipelines for protected attributes (age, gender, sexual ori-

entation, race/ethnicity, etc.)

3. Digital Signature of Relevant Human Actors - Building upon distributed accountability
systems, we propose a blockchain-based validation framework to address unrealistic job

requirements through:

* Technical validation by domain experts (e.g., project managers) via smart contracts

e Immutable audit trails for requirement modifications

Complete technical implementation which resulted in a web-based platform featuring the fol-

lowing features:
1. Al-powered feature for requirement analysis
2. Bias mitigation feature

3. Publicly accessible blockchain signature validation code

1.3 Document Structure

This document is structured into 6 main chapters, each addressing a critical aspect of the research

and development of the recruitment humanization process.

Chapter 1: Introduction

This chapter outlines the motivation behind the research, problem statement, and objectives of the
study. It also highlights the contributions of this research to the domain of the recruitment process

and provides an overview of the structure of the document.

Chapter 2: Theoretical background

Chapter 2 delineates the foundational concepts that are essential for comprehending the role of Al

within the domain of recruitment. Specifically, this chapter encompasses the following aspects.

HRATS, Valdo Voliz Mpinga 5



* Algorithmic Hiring and Ethical Considerations: An introduction to the integration of Al
in recruitment processes, addressing critical aspects such as algorithmic bias, fairness met-

rics, safeguarding human dignity and rights, and the imperative for regulatory frameworks.

* Technological Advancements for Trust and Accuracy: An overview of innovative tech-
nological solutions aimed at enhancing transparency and precision in Al-driven recruitment,

including blockchain integration and sophisticated resumé parsing methodologies.

* Perceptions and Acceptance of Al in HRM: A discussion concerning employee attitudes
towards the adoption of Al in human resource management, alongside an examination of

organizational factors that influence its successful integration.

This chapter establishes the requisite theoretical context for subsequent expositions within this

document.

Chapter 3: Methodology

Chapter 3 outlines the Design Science Research (DSR) [9] methodology employed to develop and
evaluate humanization service applications for fairer and more transparent ATS-driven recruit-

ment. This section details the application of the six DSR activities [5] in this study.

* Problem Identification and Motivation: Addresses the issues of bias and dehumanization
in current ATS processes, emphasizing the need for fairness and transparency in Al-driven

hiring.

* Objectives Definition: Defines the research objectives, focusing on designing and devel-
oping a humanization service application to validate vacancy requirements, remove bias
triggers from applicant data, and implement a digital signature mechanism for human re-

viewers.

* Design and Development: Describes the creation of the humanization service applica-
tion modules, including the Vacancy Requirement Validation Module, the Bias Triggers
Removal Module (both using Python, FastAPI, and LLaMA), and the Digital Signature
Module (using Blockchain).

* Demonstration: Showcases the application’s functionality through validating job postings,
processing applicant data for bias removal, simulating the blockchain validation process,

and a web interface (https://joblimpo.valdompinga.com/).

» Evaluation: Assesses the effectiveness of the application by analyzing vacancy validation

results on a large dataset, verifying bias removal, and testing the blockchain protocol.

* Communication: Explains how the research findings are communicated to both technology-
and management-oriented audiences, highlighting the application’s technical aspects and its

benefits for fairness, transparency, and risk mitigation.

HRATS, Valdo Voliz Mpinga 6


https://joblimpo.valdompinga.com/

Chapter 4: Design and Implementation

Chapter 4 details the design and implementation of the Humanization Service Application. Key

aspects of architecture, technologies, and implementation include the following.

* Architecture: The system employs a modular ATS Humanization Service with a central
Humanization Service component and a Data Processing module potentially utilizing an
LLM. The frontend is a web application interacting with a FastAPI backend via a Nginx

reverse proxy with containerization using Docker and Docker Compose.

» Technologies: The application leverages a LLaMA LLM for text analysis, Python and the
FastAPI framework for the backend API (/requirements and /candidate endpoints),
JavaScript and SvelteKit for the interactive frontend (https://joblimpo.valdompinga.
com/), Docker and Docker Compose for deployment, Nginx as a reverse proxy, and Ethereum
smart contracts (Solidity, tested with Hardhat, repository atht tps://github.com/ValdoMpinga/

clean-job) for the decentralized validation protocol.
¢ Implementation Points:
— Vacancy Requirement Validation: Uses a LLaMA prompt for multi-faceted analysis,

outputting structured JSON.

— Bias Triggers Removal: Uses a LLaMA prompt to identify and remove bias-related

data while preserving the original format.

— Decentralized Validation Protocol: Implements dual cryptographic authorization via
Ethereum smart contracts, ensuring on-chain verification and immutable records for

job posting approvals.

Chapter 5: Validation and Results

Section 5 presents the validation outcomes of the application of Humanization Services.

5.1 Vacancy Validation:

Analysis of 21,701 job postings revealed substantial issues, with approximately 64.76% of re-
quirements misaligned with the role, around 35.99% exhibiting unreasonable experience demands,
roughly 66.56% presenting unrealistic workload expectations, and about 38.11% containing inter-

nal discrepancies.

HRATS, Valdo Voliz Mpinga 7
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5.2. Evaluation of different Large Language Models by number of

parameters using Job Requirement Analysis

An assessment of various open-source LLMs, ranging from 0.5B to 8 B parameters, revealed a
trade-off between model size and performance in job requirement analysis. Smaller models ex-
hibited faster processing times, but struggled with structured output generation, often resulting in
parsing errors. Larger models, particularly Mistral-7B, demonstrated higher accuracy and consis-
tency in identifying issues, such as role misalignment, irrational experience demands, unfeasible

workloads, and internal discrepancies, albeit with longer processing times.

5.3 Functional Verification of Bias Trigger Identification:

The bias trigger identification service endpoint was functionally tested using mock candidate data
in JSON format, simulating typical ATS workflows. Input data included various demographic
attributes. The tests successfully confirmed that the service accurately processed the input and
filtered out potentially biased demographic details (e.g., age, gender, race, religion), retaining
only professionally relevant information, such as languages spoken and address, as demonstrated

by the provided example input and expected output.

5.4 Blockchain Validation:

Comprehensive testing of the blockchain validation system using the Hardhat testing environment
confirmed robust security and operational integrity. Access control mechanisms strictly enforced
HR manager exclusivity and validated field-expert assignments by job category. Rigorous sig-
nature verification testing achieved a 100% detection of invalid signatures and prevented unau-
thorized approvals and duplicate submissions. End-to-end workflow integrity testing confirmed
mandatory expert assignment, consistent state management across CRUD operations, and an im-
mutable approval history. Overall, the testing validated the system’s robust role-based access

control, rigorous cryptographic requirements, and full adherence to the functional specifications.

5.5 System Demonstration via Public Web Interface:

This section details the public web interface developed to showcase the system’s core functional-
ities. It highlights two key interactive demonstrations: the Interactive Job Requirement Analy-
sis tool, accessible at https://joblimpo.valdompinga.com/requirements, which pro-
vides real-time evaluation of job postings for human-centered criteria using natural language pro-
cessing; and the Bias-Free Candidate Presentation Interface, available at ht tps://joblimpo.
valdompinga.com/candidate, which demonstrates the anonymization of candidate data in
JSON, XML, and plain text formats by removing sensitive demographic information to mitigate

potential biases.
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5.6 Blockchain Implementation Showcase:

This section presents the blockchain implementation of the system, with access details provided
at https://Jjoblimpo.valdompinga.com/validation. A direct link is included in the
project’s open-source GitHub repository, which hosts the complete Solidity smart contract code,
a comprehensive Hardhat test suite, and deployment scripts for the Ethereum network, offering
full transparency and verifiability of blockchain validation logic. This section demonstrates the

functionality and effectiveness of the proposed solution.

Chapter 6: Conclusions

Chapter 6 summarizes the key findings and contributions of this research on humanizing recruit-
ment processes using Al and related technologies. This study addressed the challenges of bias and
dehumanization in ATS-driven recruitment through the design, implementation, and validation of

a humanization service application.
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Chapter 2

Theoretical background

Problems with recruitment that rely on Al and ATS have garnered increasing attention from re-
searchers. This has led to several scholarly articles discussing the potential violations of fairness
and human rights that can arise from the use of these technologies. While these Al-powered tools
and algorithms were initially developed to enhance the recruitment process for both recruiters and
applicants, the core issue often lies in how these systems are implemented and the inherent biases
present in the training data used to develop the AI models. These biases can inadvertently perpetu-
ate and amplify existing societal inequalities in recruitment pipelines. To address these challenges,
emerging solutions incorporate advanced technologies, including Large Language Models for bias
detection and validation, as well as blockchain technology to ensure transparency, accountability,
and immutable audit trails in the hiring process. Blockchain’s decentralized validation protocols
can enforce human oversight by requiring cryptographic authorization from qualified professionals
before job postings are approved, thereby maintaining the essential human element in recruitment
decisions. This chapter delves into the multifaceted landscape of Al in recruitment and explores

the challenges, potential solutions, and perceptions surrounding its use.

2.1 Ethical, Fairness, and Human Rights Implications of AI Recruit-

ment

A central concern regarding the increasing adoption of Al in recruitment processes is the sig-
nificant potential for ethical breaches and violation of fairness and fundamental human rights
[3, 8, 1, 13, 4]. Inherent biases within Al algorithms can lead to discriminatory outcomes against
candidates based on sensitive attributes such as age, disability, gender, religion, race, ethnicity, and
sexual orientation [4]. These biases can originate from skewed training data, disparities in self-
promotion across demographic groups, or discriminatory patterns embedded in the algorithmic
design itself.

These biases and the reductionist nature of certain Al hiring assessments pose significant
threats to human dignity [1]. By focusing on singular, quantifiable metrics, these assessments

can severely limit a candidate’s ability to authentically represent their multifaceted self, thereby
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infringing upon their inherent dignity and autonomy over self-representation [1]. This can also
lead to broader infringements on fundamental human rights, including the right to work, equality
and nondiscrimination, privacy, free expression, and association [13]. The absence of human inter-
vention in purely algorithmic assessments, while aiming to reduce human prejudices, introduces
new challenges related to systemic biases embedded in data and algorithms [8].

Addressing these deeply ingrained biases necessitates comprehensive and rigorous application
of various fairness measures. This includes a thorough evaluation of both group fairness and the
granularity of fairness analysis, as well as prioritizing the interpretability of Al decision-making
processes [4].

A complex ethical challenge involves navigating the intricate issue of historical disadvantages
faced by certain communities [4]. The debate remains open on whether algorithms should proac-
tively favor candidates from historically disadvantaged groups to redress past inequities or strictly
adhere to present-day equal opportunity principles. This complex ethical dilemma necessitates
continuous research and societal dialogue to establish clear ethical guidelines to ensure fairness in

Al-driven recruitment.

2.2 Strategies for Risk Mitigation and Trust Enhancement

Several strategies have been proposed to mitigate the risks associated with Al use during recruit-
ment and enhance trust in these systems. The implementation of human rights impact assessments
(HRIAs) is crucial for proactively identifying and addressing potential human rights violations
arising from Al deployment [13]. Additionally, Multi-Agent Systems designed for ethical and
legal auditing, particularly in less regulated areas, such as Al-driven video interviews, can help
prevent discriminatory practices [3].

Research has also emphasized the importance of balancing transactional efficiency with rela-
tional considerations in Al-driven recruitment [8]. Overrelying solely on algorithmic assessments
risks violating human dignity by neglecting the holistic view of candidates and the significance of

human interaction in the recruitment process [8].

2.3 Technological Advancements for Transparency and Accuracy

Technological solutions have been explored to enhance the transparency and accuracy of Al re-
cruitment. The integration of Al with Blockchain Technology (BCT) presents an avenue for in-
creased transparency and trust. For instance, the proposed TAIRA-BSC architecture leverages
blockchain’s verifiable and secure features for candidate data and job matching with the aim of
improving data management, security, and traceability [2]. This platform uses Al and blockchain
to establish a trustworthy job matching system where job seekers can create authenticated CVs,
recruiters can post job descriptions, and smart contracts can generate pre-selection lists [2].
Improving the accuracy of the input data is also crucial. Hybrid models, such as those utilizing

YOLOVS5 for resumé section detection and DistilBERT for information extraction, have shown a
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high resumé parsing accuracy (96.2%), thus enhancing the reliability of candidate evaluations
by minimizing data extraction errors [6]. This approach refines the Applicant Tracking System
(ATS) process, offering a more precise method for resume evaluation by accurately extracting and
classifying relevant information such as contact details, work experience, and skills with a high

degree of accuracy (96.3%) [6].

2.4 Employee Perceptions and Organizational Implementation

Studies generally indicate positive employee intentions towards Al adoption in recruitment and
selection, driven by perceived benefits, such as time and cost savings, speed, and accessibility
[7]. However, successful Al integration in HRM hinges on organizational practices and fostering
trust [10] as trust mediates the positive impact of user perception on organizational commitment,
subsequently enhancing engagement and performance.

Research by Néstase et al. [7] using the Technology Acceptance Model (TAM) in Roma-
nian companies, revealed that perceived ease of use positively influences Al adoption intent in
recruitment and selection. Specific benefits, such as time and cost reduction, speed, accessibil-
ity, equal opportunities, work diversity, competency focus, and CV updating, drive recruitment
Al acceptance. In selection, cost-effectiveness, privacy, feedback, reduced favoritism, efficient
screening, skill matching, video interviewing, quick evaluation, and data extraction are influential.
Interestingly, non-discrimination in recruitment and security in selection showed lower perceived
influence.

Prasad et al. [10] found that trust significantly mediates the relationship between positive user
perception of generative Al and organizational commitment in the IT sector, leading to higher em-
ployee engagement and performance. Optimism and innovativeness shape user perception, which
in turn boosts trust and commitment. Organizational commitment positively affects engagement,
which in turn enhances performance.

In conclusion, while perceived efficiency drives positive employee attitudes towards Al in
HRM, successful implementation requires careful consideration of the organizational context and
cultivation of trust. Addressing employee perceptions and fostering a trusting environment are

crucial for effectively leveraging AI’s potential of Al in human resource management.

2.5 Technologies

The implementation of the humanization service application required a carefully selected tech-
nology stack to address the complex challenges of bias detection, job requirement validation, and
human oversight in recruitment processes. The technology choices were guided by principles
of scalability, maintainability, and accessibility, ensuring effective deployment across organiza-
tions of varying technical capabilities. This section outlines the key technologies employed, from
Large Language Models for intelligent analysis to modern web frameworks for user interfaces,

containerization for deployment, and blockchain for decentralized validation.
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251 LLM

The main features implemented to enhance humanization in this system are the validation of va-
cancy requirements before publication, and the identification of bias triggers. To address these
challenges efficiently, artificial intelligence was integrated into the process, specifically using an
LLM called LLaMA. Developed by Meta-Al [12], LLaMA is a state-of-the-art natural language
processing (NLP) model designed to advance research in generative Al It is a transformer-based
model trained on an extensive and diverse corpus of text, offering high performance with rela-
tively fewer parameters than other large-scale models such as GPT-3, while achieving competitive
results across various NLP benchmarks [12].

Developers interact with LLM’s primarily through prompts, which are textual inputs or in-
structions that guide the model’s response. These prompts can vary in complexity from simple
queries to detailed commands, and the level of specificity directly affects the quality of the output.
When processing a prompt, the input is tokenized, a process in which the text is broken down into
smaller units or tokens, enabling the model to interpret and generate a response accurately.

The rise of open-source LLM’s has opened up numerous opportunities as they allow devel-
opers to accelerate workflows. Tasks that require coding small, repetitive features can now be
simplified with the right prompt, which can produce a functional output efficiently. However, a
significant limitation of LLM’s is their consistency. Owing to their probabilistic nature, these mod-
els generate responses word-by-word based on the likelihood of each word following the previous
one [12]. Consequently, the output can vary even when the same prompt is used multiple times.

Fortunately, this inconsistency can often be mitigated in scenarios that require predictable be-
havior. By crafting well-structured prompts that include specific rules or formats, a model is more
likely to produce consistent outputs. This makes LLMs highly useful for smaller, well-defined
tasks and systems, where consistency is essential. When the prompt sets clear expectations, the
model can reliably generate responses in the desired format, thus making it a practical tool for

many applications.

2.5.2 Python and FastAPI

Python, a high-level interpreted programming language, served as the foundational language for
developing the backend infrastructure of the proposed system. Its versatility and rapid devel-
opment capabilities make it an ideal choice for constructing the core logic of both vacancy re-
quirement validation and bias-related data-removal services. Specifically, the FastAPI framework,
a modern, high-performance web framework for building APIs with Python based on standard
Python type hints, was employed to create robust and efficient endpoints for the "ATS Human-
ization Service." FastAPI’s inherent support for data validation, serialization, and asynchronous
operations has facilitated the development of a scalable and maintainable backend architecture
capable of handling diverse data inputs and processing demands from various Applicant Tracking
Systems. The utilization of Python’s rich set of libraries for natural language processing and data

manipulation further enhances the analytical capabilities of the system.
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2.5.2.1 Insomnia REST Client for API Interaction and Testing

To facilitate the development, testing, and demonstration of the FastAPI backend API endpoints,
the Insomnia REST Client was utilized. Insomnia provides a user-friendly interface for construct-
ing and sending HTTP requests to the API, allowing developers to inspect responses and validate
the functionality of each endpoint. This tool proved invaluable for iteratively developing and de-
bugging the /requirements endpoint for vacancy validation, and the /candidate endpoint
for bias trigger removal. Insomnia’s features, such as environmental variables and request chain-
ing, streamlined the testing process across different configurations and data scenarios, ensuring
the reliability and correctness of backend services. The ability to organize API requests into col-

lections also aids in documenting and sharing API usage patterns.

2.5.3 Javascript and SvelteKit

The front-end interface for the validation workflow was constructed using JavaScript, a ubiquitous
scripting language for web development, in conjunction with the SvelteKit framework. SvelteKit,
a meta-framework built on top of the Svelte compiler, enables the creation of performant and user-
friendly web applications by shifting much of the compilation work to the building step. This
results in smaller bundle sizes and faster client-side rendering, providing a responsive experience
for project managers or other designated experts tasked with reviewing and approving the vacancy
requirements. JavaScript’s inherent interactivity and SvelteKit’s component-based architecture
facilitated the development of an intuitive graphical user interface for visualizing and validating
job specifications, ensuring ease of use for non-technical stakeholders involved in the approval

process.

2.5.4 Docker and Docker Compose

To ensure consistent deployment across different environments and to simplify the setup pro-
cess, Docker and Docker Compose were employed. Docker was used to containerize both the
Python/FastAPI backend and the JavaScript/SvelteKit frontend into isolated and reproducible
units. Each container encapsulates all necessary dependencies, libraries, and configurations re-
quired for the respective application to run. This eliminates environment-specific issues and en-
sures that the applications behave identically regardless of the underlying infrastructure. Docker
Compose was utilized to define and manage multi-container Docker applications. A docker—compose
is a. yml file that specifies the services (backend, frontend, and potentially other dependencies),
their configurations, networks, and volumes, allowing for easy orchestration and deployment of

the entire system with a single command.

2.5.5 Nginx

Nginx was implemented as a reverse proxy server to sit in front of the application containers. This

provides several key benefits, including enhanced security, improved performance through load
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balancing and caching, and simplified management of the SSL/TLS certificates. Nginx acts as the
entry point for all external requests, routing them to the appropriate backend or front-end container
based on the defined rules. For the front-end SvelteKit application, Nginx can serve static assets
directly, further improving performance. For the FastAPI backend, Nginx can handle tasks such

as request routing, rate-limiting, and protection against common web vulnerabilities.

2.5.6 Git and Github

Version control and collaborative development for this project were managed through Git, a dis-
tributed version control system, and GitHub, a web-based platform that provides hosts for Git
repositories. Git’s robust branching and merging capabilities enabled parallel development of dif-
ferent modules and features, while ensuring a clear history of changes and facilitating seamless
integration of contributions from multiple developers. GitHub serves as the central repository for
the project’s codebase, providing tools for issue tracking, code review, and collaborative project
management. Furthermore, the open-source nature of the envisioned blockchain application ne-
cessitates a publicly accessible and version-controlled platform for community contributions and

transparency, making it an indispensable tool for hosting and managing project evolution.
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Chapter 3

Methodology

The methodology applied to humanizing recruitment processes that use ATS, is Design Science
Research (DSR) [9]. DSR includes the identification of real-world problems, design and devel-

opment of innovative artifacts, and evaluation of their effectiveness through rigorous testing and

refinement. This function ensures that technological progress aligns with moral principles, reg-

ulatory compliance, and practical practices. In this study, DSR guides the construction and im-

plementation of Humanization Services applications and integrates human inspection mechanisms

and prejudice strategies to improve fairness and transparency in recruitment processes.

To provide a structured approach to this study, we followed six activities [5] of the DSR process

(see figure 3.1), adapted from [5] for this work’s specific context:

1. Problem identification 2. Objectives 3. Design and 4. Demonstration 5. Evaluation 6. Communication
and motivation definition deveolpment
* Validate vacancy « Evaluation on
requirements for real data:
Bias and falrmess and ' .
[dehumanization in ATS- consistency; IT Humanization Showcase using a web * Suc_gess Technology-oriented
X N N A . verification on and management-
driven recruitment * Remove blas Services Application. based interface. 5 S N
bias removal; oriented.
processes. triggers from « Blockchain
applicant data; solution.

Figure 3.1: DSR diagram applied to the project’s context.

3.1 Problem Identification and Motivation

This study addresses the critical problem of bias and dehumanization within current ATS-driven

recruitment processes. As detailed in Chapter 1, motivation stems from the need to ensure that

fairness, transparency, and ethical considerations are integrated into Al-driven hiring practices.

The specific problems identified include the following.

» The potential for algorithmic bias in screening candidates, leading to unfair disadvantages

for certain groups (see Chapter 2 ).
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* The lack of transparency in how Al evaluates candidates, hindering trust in the hiring pro-

CESSs.

* The need to maintain human dignity and ensure ethical considerations are paramount when

integrating Al into recruitment.

The value of addressing these problems is significant as it promotes more equitable hiring
practices, enhances organizational reputation, and aligns technological advancements with societal
values. This aligns with the DSR principle of developing technology-based solutions for relevant

business problem:s.

3.2 Objectives definition

The objectives of this research are to design and develop a humanization service application that

 Validates vacancy requirements to ensure fairness and consistency in job postings. This
involves analyzing job descriptions to identify and rectify misalignments, unreasonable de-

mands, unrealistic expectations, and internal discrepancies. (See Chapter 4 and 5)

* Removes bias triggers from applicant data to mitigate the risk of algorithmic bias. This
focuses on identifying and removing sensitive information that could lead to unfair evalua-

tions, while preserving the integrity of the original data. (See Chapter 4 and 5)

* Implements a digital signature mechanism for human reviewers to enhance accountability
and transparency. This involves a decentralized validation protocol using blockchain to
ensure that both HR personnel and subject-matter experts authorize vacant publications.
(See Chapter 4 and 5)

These objectives are qualitative, focusing on how the application of Humanization Services
improves the fairness and transparency of recruitment processes. They are designed to create

disruptions that trigger strategic responses from organizations.

3.3 Design and Development

This activity involved the design and construction of humanization service applications. Artifacts

encompass several key components:

* Vacancy Requirement Validation Module: This module was developed using Python and
the Fast API, incorporating LLaMA prompts to evaluate job postings. It analyzes job de-

scriptions and provides structured feedback regarding fairness and consistency.

* Bias Triggers Removal Module: This module, also implemented with Python, the Fast
API and LLaMA prompts, identifies and removes bias-related fields from applicant data.
This design ensures that the removal process maintains the original data format.
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* Digital Signature of Relevant Human Actors Module: A decentralized validation proto-
col was designed, leveraging Blockchain technology, to mandate dual cryptographic autho-

rization from HR personnel and subject-matter experts.

These artifacts are objects for which development research contributes, including models,

methods, and new technical properties.

3.4 Demonstration

The demonstration of the humanization service application involved showcasing its functionality

in a real-world or simulated environment. The key demonstrations include the following:

* Validating a set of job postings to illustrate the application’s ability to identify inconsisten-

cies and biases.

* Processing applicant data to demonstrate the removal of bias triggers while preserving data

integrity.

» Simulating the blockchain-based validation process to confirm the correct implementation

of access control and signature verification.

* A web interface https://joblimpo.valdompinga.com/ was developed to showcase

job analysis, bias-free candidate view, and blockchain integration.

These demonstrations illustrate the use of artifacts to solve instances of the identified problems.

3.5 Evaluation

The evaluation phase assessed the effectiveness of the application of Humanization Services in

achieving defined objectives. The evaluations included the following:

* Analyzing the results of vacancy validation on a dataset of 21,701 job postings, measuring
the percentage of postings with misalignments, unreasonable demands, unrealistic expecta-

tions and internal discrepancies.
* Verifying the successful removal of bias-related fields from applicant data.

* Testing the blockchain validation protocol to ensure correct access control, signature verifi-

cation, and workflow integrity.

The evaluation involved comparing the results with the objectives defined in Step 2 and em-

ploying relevant analysis techniques and metrics.
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3.6 Communication

The findings of this research are communicated in this document, highlighting the relevance of the
problem, the design and utility of the Humanization Services application, and the results of the

evaluation. Communication is tailored to both technology- and management-oriented audiences.

* For technology-oriented audiences (e.g., Al developers, software engineers), detailed infor-
mation is provided on the application’s architecture, implementation using Python, Fast API
and LLaMA, and the blockchain protocol.

» For management-oriented audiences (e.g., HR managers, organizational leaders), the focus
is on the application’s ability to enhance fairness and transparency, mitigate legal risks, and

improve organizational reputation.
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Chapter 4

Design and Implementation

4.1 Introduction

The core objective of this study was to enhance human involvement in key recruitment processes.
This is achieved by pre-processing job requirements before they are published and by addressing
biased applicant data before they are analyzed by the ATS. To this end, a Humanization Service
Application was developed that incorporates the necessary features to implement these enhance-
ments. In Figure 4.1, the architecture is detailed, and the requirements implemented at the top

are

1. Validation of vacancy requirements to be published - Contemporary analysis of the em-
ployment landscape reveals a prevalent issue: the dissemination of job vacancies character-
ized by incongruous and often unattainable prerequisites. These discrepancies range from
entry-level positions, stipulating multi-year experience levels, to roles demanding expertise
exceeding the temporal existence of the relevant industry or technology. To address these
systemic inconsistencies, an intelligent automation framework was developed for rigorous
evaluation of job vacancy postings. This framework undertakes a multifaceted assessment
to identify potential contradictions between designated role titles and articulated require-
ments. Beyond the detection of unrealistic experience demands, the system was engineered
to scrutinize job descriptions for a broader spectrum of potential issues. This includes the
identification of misaligned skill sets, evaluation of workload feasibility within the scope of
a single position, and detection of any internal inconsistencies within the vacancy descrip-
tion itself. Furthermore, the analytical capabilities extend to the formulation of actionable
recommendations for rectifying identified issues, such as suggested adjustments to the role
title, modifications to specific requirements, and revisions to experience-level expectations.
Critically, the framework incorporates a module dedicated to the identification of potential
violations of ethical and human-centered employment practices, ensuring a more equitable
and transparent recruitment process. The output of this automated validation process en-
compasses a comprehensive evaluation, including a detailed breakdown of identified dis-

crepancies, a set of targeted recommendations for improvement, and an overall assessment
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of the vacancy’s compliance with the established criteria.

2. Mitigation of Bias Triggers - A significant concern in contemporary hiring practices per-
tains to the potential for discriminatory biases arising from the collection and utilization
of sensitive personal information. Attributes such as age, gender identity, sexual orien-
tation, and racial or ethnic background have historically served as triggers for prejudiced
decision-making. To counteract these inequitable scenarios, a methodology focused on the
identification and subsequent reduction of Bias Triggers within recruitment data has been
developed. This proactive approach aimed to facilitate the development and refinement
of recruitment models that operate with enhanced fairness and impartiality. As an initial
step in this process, the automated system receives the specifications for a given employ-
ment vacancy. Subsequently, an analytical process is initiated to evaluate the alignment
between the stated job requirements and the role title, ascertain the rationality of experience
prerequisites relative to the position’s level, assess the feasibility of the outlined responsi-
bilities and requirements for a single incumbent, and detect any logical inconsistencies or
contradictions within the job description. Furthermore, this evaluation extends to the identi-
fication of potentially exploitative practices embedded within vacancy details, culminating
in a summarized assessment accompanied by a quantitative compliance score derived from
these analytical metrics. Complementary to this vacancy analysis, a dedicated mechanism
was implemented to process the candidate data. This mechanism is specifically designed
to ingest input data, meticulously preserve the original structural format, and systematically
eliminate attributes recognized as potential sources of bias. These attributes include but
are not limited to name, age, gender, sexual orientation, race or ethnicity, religious affili-
ation, disability status, and marital or parental status, thereby promoting a more equitable

evaluation of candidate qualifications.

3. Digital signature of the relevant human actors - A significant impediment to efficient
talent acquisition arises from the prevalence of incongruous job specifications. A substan-
tial portion of these issues could be mitigated through the implementation of a validation
mechanism involving subject matter experts with a profound understanding of the requisite
technical skills. This additional layer of scrutiny serves not only to prevent the inadvertent
exclusion of suitably qualified candidates, but also reinforces the accuracy and relevance
of the