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A B S T R A C T

Cloud computing is a modern technology that has become popular today. A large number of requests has made
it essential to propose a resources allocation framework for arriving requests. The network can be made more
efficient and less costly this way. The cloud–edge paradigm has been considered a growing research area in the
computing industry in recent years. The increase in the number of customers and requests for cloud data centers
(CDCs) has created the need for robust servers and low power consumption mechanisms. Ways to reduce energy
in the CDC having appropriate algorithms for resource allocation. The purpose of this study was to develop an
intelligent method for dynamic resource allocation using Takagi–Sugeno–Kang (TSK) neural-fuzzy systems and
ant colony optimization (ACO) techniques to reduce energy consumption by optimizing resource allocation
in cloud networks. It predicts future loads using a drop-down window to track CPU usage. By optimizing
virtual machine migration, ACO can reduce energy consumption. Simulations are provided by examining the
implementation and a variety of parameters such as the number of requests made wasted resources, and
requests rejected. In this paper, we propose the use of virtual machine migration to accomplish two main
goals: evacuating additional and non-optimal virtual machines (scaling and shutting down additional active
physical machines) and solving the resource granulation problem. We evaluated and compared our results with
literature for rejection rates of virtual and physical machine applications. The performances of our algorithms
are compared to different criteria such as performance in request rejection, dynamic CPU resource allocation
with reinforcement learning, multi-objective resource allocation, NSGAIII, Whale optimization and Forecast
Particle Swarm allocation. A comparison of some evaluation criteria showed that the proposed method is
more efficient than other methods.
. Introduction

Cloud, Fog, SDN (software-defined networking), 5G, VANET, and
ireless networks are becoming more and more popular. Small and

arge businesses alike are using them. Providing efficient resource
llocation mechanisms through the extensive use of the cloud net-
ork, BigData, and Internet of Things (IoT) computing is [1–5]. Cloud

omputing, as a bridge between distributed computing and computing
esource markets, has reached a critical level in the market. Using the
bility to rent a shared server for a large number of users, the cloud
ade it possible for customers to use computing resources more effi-

iently. Unlike conventional models, which provide a separate system
or each user regardless of their needs, cloud computing can allocate
omputing resources based on users’ specific needs [6]. It provides
ccess to shared hardware and software resources for multiple users

∗ Corresponding author at: ADiT-Lab, Electrical and Telecommunications Department, Instituto Politécnico de Viana do Castelo, Portugal.
E-mail address: a.javadpour87@gmail.com (A. Javadpour).

simultaneously [7–9]. However, the issue of energy consumption still
needs to be investigated to reduce the number of active resources
available on each server [9–11]. In the same way that sustainability
considers all aspects of preserving the environment holistically, cloud
computing must also take into consideration the front end as well as the
back end. As compared to previous studies that focused only on data
center energy use, resource allocation in distributed cloud examined all
aspects of cloud computing. Cloud computing service providers should
minimize their energy consumption, but they should also take into ac-
count the energy needed to transfer data to and from their end users, as
well as the energy used for the user interface. Comparing and reducing
energy consumption in a cloud environment can be accomplished by
looking at several factors, including 1. Optimizing hardware resources,
2. Using energy efficiently, 3. Reducing costs and 4. Reducing data
center footprints [12,13].
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Some studies have presented new algorithms to deal with online and
ynamic resource management [3,14–16]. It can be considered an opti-
ization problem with less server maintenance and proper distribution

f requests [9,10]. With proper resource allocation, servers can serve a
aximum number of requests. Cloud Manager is responsible for placing

irtual machines on physical hosts. Because of the limited number of
osts, if the number of demands increases, resource allocation is a sub-
tantial challenge. There are three main aspects of resource allocation
ncluding virtual machines that host user requests, physical machines,
nd an efficient mapping technique between virtual machines and
loud data centers (cDC) [9,17]. In the following equations, PM is a
ist of physical machines. Eq. (2) shows that for the 𝑗th server, the

total server capacity for each server must be greater than the resource
requested by the virtual machines on the 𝑗th server.

𝑃𝑀(Physical Machine)∶ {𝑃𝑀𝑝1, 𝑃𝑀𝑝2,… , 𝑃𝑀𝑝𝑗 ,… , 𝑃𝑀𝑝𝑚} (1)
⎧

⎪

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎪

⎩

𝐹𝑜𝑟𝐴𝑙𝑙_𝐶𝑃𝑈𝑗 >
𝑛
∑

𝑘=1
𝑐𝑝𝑢𝑘

𝐹𝑜𝑟𝐴𝑙𝑙_𝑅𝐴𝑀𝑗 >
𝑛
∑

𝑘=1
𝑟𝑎𝑚𝑘

𝐹𝑜𝑟𝐴𝑙𝑙_𝑆𝑡𝑜𝑟𝑎𝑔𝑒𝑗 >
𝑛
∑

𝑘=1
𝑠𝑡𝑜𝑟𝑎𝑔𝑒𝑘

(2)

A combination of two fuzzy and Ant Colony Optimization (ACO)
lgorithms is used in this research to provide a resources management
ipeline in cloud data centers. A fuzzy algorithm is used for the proper
anagement of virtual machines to provide load balancing, reduced

nergy consumption, overhead, etc. ACO is used to allocate appropriate
irtual machines.

Several parameters are taken into account when predicting cloud
esource management, including an ant colony algorithm and a Neuro-
uzzy system. The first step is to consider workload balance parameters
hen migrating virtual machines. Then, hybrid meta-exploration meth-
ds like Ant-Genetic and Ant-PSO were used in place of Ant Colony.
t is also suggested that reverse control-based controllers be used to
mprove synchronization periods. Resource prediction using Neuro-
uzzy technology is designed as the first level of load distribution,
pecifically for handling failures of availability zones and simulation
f datasets.

In Section 2 we have reviewed the most recent articles in the
iterature. Section 3 provides details on the presented method on how
o use fuzzy and ACO for our specific task. In Section 4, the evaluation
riteria, as well as the test dataset, are explained. In Section 5, the
esults are presented and evaluated in comparison with the literature.
inally, we have provided our concluding notes as well as the future
irections.

. Literature review

Energy consumption in the cloud has different parameters and can
e examined in many aspects [18,19]. Equipment efficiency and Virtual
achine Security (VMS) are two most critical parameters in power

onsumption and can affect the number of PMS in cDC. On the other
and, the workload has an important effect on energy. Although this
arameter does not directly affect power consumption in the cloud, it
an be used to reduce active servers by maximizing the efficiency of
ctive servers during response time. To consider all the parameters,
ifferent policies are taken which define a threshold or a combination
f thresholds in different performance metrics. It can be adjusted based
n the aim of the network, such as long-term resources or minimizing
nergy consumption. It is important to prevent crashes due to server
verloads. Using constraint programming and linear programming,
nergy optimization algorithms have been provided. Researchers have
roposed multifunctional methods to investigate other factors such
s latency and energy consumption as well. Optimization of energy
15
onsumption is reviewed in the literature by metaheuristic algorithms
uch as Genetic Algorithm [20] and bee optimization algorithm [21],
hale Energy-Resource [21], or NSGA [22]. The proposed scheduling

lgorithm in this endeavor is based on the cDC scale of dynamic
rocessor voltage, known as meta-exploratory programming. It also
ses a special formula similar to a crossover in a genetic algorithm.

A multi-purpose method to reduce energy consumption in the cloud
nvironment is presented in [26] using a financial scale. Because
inding patterns of resource consumption is more effective, it might be
erceived that it is more important than resource planning. However,
irtual machine scheduling on cloud servers is a fundamental issue. In
esource-based models, the user requests resources for the duration of
he virtual machine lease. Resource forecasting is a way to optimize
nergy consumption and resource allocation in a way to respond to
ustomers in real-time. Cong et al. [26] proposed an enhanced learning
pproach to providing dynamic resources in virtual cloud data centers.
n adjustment control method based on layered reinforcement training

s provided for resource allocation while dealing with uncertainty in
dynamic cloud environment. The controller is provided to prevent

efusal to perform the task as a threshold-based goal and to minimize
nergy as an auxiliary goal [27].

Although the presented method in this work is not focused on using
loud forecasting to minimize energy consumption, energy optimiza-
ion is the first and most important item for cloud management. In
loud computing problems, resource consumption and response time
re directly related to energy consumption. Therefore, any effort to op-
imize resource consumption leads to energy optimization. Using cloud
orecasting methods [28], resource management is intended to mini-
ize the operating cost of energy use. This work is based on three main

spects: forecasting the workload, identifying resource requirements for
he next workload, and allocating resources according to the service
ost. In [29], resource allocation is used by considering the required
umber of resources to reconfigure the system. This defines the optimal
onfiguration to minimize energy consumption and manage the service
evel agreement by predicting the number of required resources for the
ext round. A comparison of the advantages and disadvantages of the
tudies in the literature are shown in Table 1.

. Proposed method

In the data center deployment process, Cloud services have become
major challenge due to the rapidly increasing functional components
emand. Traffic Engineering is traditionally based on central rules, but
n this highly distributed environment, these are typically insufficient
o allow for the efficient use of IT and network resources. We have
onducted preliminary simulation experiments to assess the number
f requests allocated and the average server resource utilization based
n our proposal (SDAR-NFAT). ACO is a method for discovering op-
imal responses and can solve NP problems such as virtual machine
lacement (VMCP) problems [8,13].

ACO is inspired by the colony of ants and how they interact in-
irectly with each other. Pheromones are a source of information for
nts to find their way in search of food, as other ants mark the path
o food by placing a pheromone on it. The advantage of this system
s that it is more likely to choose paths that have a better chance of
reating a solution. Fig. 1 shows how ants learn to use the optimal
ath over time using the path on which more pheromones are. Initially,
here there is no pheromone for the paths, the ants choose a random
ath to move. After a while, this technique helps them to find food
nd return easily because shorter routes are more crowded over time
han longer routes [14,16]. Fig. 1 also shows the concepts and ideas
f the proposed method. It is an inference system based on Takagi–
ugeno–Kang (TSK) neural-fuzzy system and ACO. After calculating the
uzzy relations between the input–output pairs, a non-fuzzy converter
s applied to obtain a non-fuzzy result of the interference. Our com-
rehensive system for modeling workload time-series data waits for
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Table 1
Review and compare previous works on the advantages and disadvantages.

References Method Disadvantages Advantages

[23] -Threshold defining based policies in cDC,
RL-based approach

-Low efficiency in user maintenance and
energy consumption

Simplicity and operational
Easy implement capabilities

[20] -Using the genetic algorithm to optimize energy
consumption in cDC, MultiObjectivePSO-based
approach

-Incapable of real-time execution
-Incapable of user maintenance

-Ability to develop and improve because of the
easy formulation of variables in Genetic algorithm

[24]. A reinforcement learning method for resources in
cDC

-Provides the ability to control uncertainty
specifically in cloud markets

-Reduce the whole network energy
-Optimal policies to attract and retain customers

[22] -Using NSGA for resource allocation and reducing
energy consumption, the NSGAIII-based approach

-Incapable of real-time execution
-Incapable of user maintenance

-High performance in simulation

[21] -A new method for scheduling has been presented
based on energy consumption for a virtual machine
that limits energy consumption by performance
metrics, the WhaleOptimization-based approach

-Incapable of user maintenance
-Too much complicated for executing on
enormous systems

-Calculating energy consumption metrics
-Specializing in the rule of energy consumption
metrics

[25] Using reinforced
Presented a new scheduler for reducing
energy-based VMs in cDC

The significant problems in VM systems and
cDC.

-Compatible Planning in a Cloud environment
-Reduce the whole network energy

[22] -Presented for requirement prediction that
prediction process is used to resource consumption
optimization and accordingly energy consumption
optimization

-Not paying attention to optimizing energy
consumption during virtual machine
movement

-Using pre-preparation to avoid rejecting requests
-High capability in the user maintenance

[26] -Introducing a set of approaches that prediction
capability can bring enormous optimization into a
cloud environment

-Lack of adaptive analysis to balance
between user maintenance and resource
usage optimization objectives

-Investigating the rule of effective parameters in
prediction
-Addressing different aspects of applying prediction
methods

[27] Using MPC Model Parameter Tuning The main problem is resource efficiency in
the cloud

Maximize Efficiency in the long-run simulation

[28] -Introducing workload unique prediction methods
in the cloud due to resource allocation
management, PSOARMASVR-based approach

-Not paying attention to optimizing energy
consumption during virtual machine
movement

-The ability to maintain customers with resource
pre-preparation
-Studying the rule of workload prediction in
optimizing resources and energy

[29] -Using a unique resource requirement parameter
prediction approach to reconfigure the resource
allocation system to optimize resource
consumption and accordingly energy

-Using configuration rather than process
setting cause more complexity and decrease
the adaptation speed

-Using request prediction parameter rather than
workload due to optimizing resource consumption
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the next cDC workload. The real-time method of setting the number
of running servers is known as dynamic resource allocation in the
cloud. It directly affects the quality of real-time services in the cloud by
providing real-time services to customers and allocating the appropriate
virtual machine on physical servers. Another approach usually involves
an over-allocation policy that tries to satisfy existing customers, while
new requests may be rejected due to mismanagement of resources. In
addition, over-allocation greatly increases energy consumption. In this
work, we present Dynamic Services Resources Aware - Neuro-Fuzzy Ant
Colony (DSRA-NFAC) as an optimal architecture using the Neuro-Fuzzy
system and the ant colony algorithm for cloud resource management. A
combination of the fuzzy nervous system for workload prediction and
ACO for VM is presented in Fig. 2(A). The proposed architecture for
optimizing energy consumption in the cloud with the ability to predict
neural-fuzzy systems is shown in Fig. 2(B).

The cloud manager allocates existing resources to new customers.
The main problem with these types of requests is re-assigning occupied
resources by new requests as there are free spaces in different servers
and the cloud is not able to provide suitable capacity for provision. The
whole space is large because the servers are scattered, but the cloud
cannot accept new requests. We consider the method for managing
the free granular space that will make it unemployed, and we also
consider optimizing the immigration of virtual machines with ACO.
Implementing the design process of the method is shown in Figs. 3 and
4. In allocating resources to virtual machines, it is essential to find the
location of physical hosts for virtual machines because each of these
virtual machines corresponds to a request. In this process, each physical
machine has its resources. These resources include processor, memory,
and bandwidth. And with empty space, customer requests should be

assigned to the physical machine t with virtual machines. Applications p

16
and capacity arrangements are shown in Eq. (3). Therefore, the alloca-
tion of VMs in PM can be defined as a limit. In this case, the capacity of
physical machines can create a limit to the number of virtual machines
assigned to them.
{

𝑉𝑀𝑖 ∶ {𝑐𝑝𝑢𝑖, 𝑟𝑎𝑚𝑖, 𝑏𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ𝑖, 𝑠𝑡𝑜𝑟𝑎𝑔𝑒𝑖}

𝑃𝑀𝑗 ∶ {𝐶𝑃𝑈𝑗 , 𝑅𝐴𝑀𝑗 , 𝐵𝑎𝑛𝑑𝑊 𝑖𝑑𝑡ℎ𝑗 , 𝑆𝑡𝑜𝑟𝑎𝑔𝑒𝑗}
(3)

.1. Predict future workload in SDAR-NFAT

We use the workload forecast in each round to estimate the number
f required servers. The monitored learning system can only solve
lassical classification problems. But in the forecast, we use the latest
alues of parameters to predict the size of their future work in a
onsecutive learning issue. To solve the learning under consecutive
onitoring, we use a concept called the slider window. It converts a

equential learning algorithm to learning under classic supervision. In
his technique, the bins are divided into consecutive units of N when
e need to predict the resources. As a result, the first samples of N-1
re n input components and the N unit is the corresponding output. A
ew monitoring learning is similar to learning under classic supervision
ith N-1 input and output. Table 2 illuminates the definition of input
nd output collections in our proposed method.

.2. The immigration of virtual machines is aimed to achieve two goals

Scaling and turning off additional active physical machines, and
andling tasks with virtual machines. In the proposed architecture,
loud managers can reduce the number of active PMs based on the

rediction. In the migration of virtual machines, several moves can be
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Fig. 1. A general architecture for TSK inference and ant colony algorithm in cDC (A), input and output details for fuzzy inference system (B).
considered in virtual machines to improve performance. Immigration
can lead to heavy traffic in the network and reduce performance. For
each physical machine, there is a C capacity vector that shows the
physical resource capacity of the server. For each virtual machine I,
the capacity of the time is shown, and the allocation variable is the
17
case that the allotted bin is used for item i. Fig. 5 and Table 3 show the
matrix that shows the spatial state of the X variable.

The cost function of the ant colony algorithm in resource allocation
is to minimize physical servers that are active as some restrictions
(see Eq. (4)). In optimizing the colonies of the ants, the probability of
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Fig. 2. The architecture of the SDAR-NFAT (A), Combining Neuro-Fuzzy and Ant colony algorithm (B).
s

𝑓

𝑝

Table 2
Inputs and outputs of Neuro-Fuzzy prediction system.

Parameter Subject

𝑐𝐷𝐶{{𝑐𝐷𝐶(𝐶𝑃𝑈 (𝑎)𝑡−2), 𝑐𝐷𝐶(𝐶𝑃𝑈 (𝑏)𝑡−1), 𝑐𝐷𝐶(𝐶𝑃𝑈 (𝑡)𝑡)}} Input
𝐶𝑃𝑈 (𝑐𝐷𝐶(𝑚 + 𝑡)𝑡+1) Output

Table 3
Input parameters to resolve optimization issues with ACO.

B:{b1,b2,…,bn} Bins (Physical Machines)
I:{i1,i2,…,im} Items (Virtual Machine)
𝑅∶ {𝐶𝑃𝑈 𝑝𝑜𝑤𝑒𝑟, 𝑅𝑎𝑚,𝐵𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ,…} Resources

choosing V Bin by the ant, or in other words, the probability of placing
the virtual machine I * in the physical machine V is shown in Eq. (5). Nv

s a VM (items) that do not fit in any physical machine (bucket) while
eeting capacity constraints, N is the number of virtual machines that
eet the conditions given in Eq. (6). Bv is the physical host capacity

ector (bin) and is calculated by Eq. (7). In each iteration, Sbest in
q. (10) shows the best solution that corresponds to the best binary

atrix and prevents premature evaporation leading to an unsuitable

18
olution [30].

(𝑦) =
𝑛−1
∑

𝑣=0
𝑦𝑣 (4)

𝑖,𝑣(𝐶𝑙𝑜𝑢𝑑) =
𝐶𝑙𝑜𝑢𝑑[𝜏𝑖,𝑣]𝛼 × 𝐶𝑙𝑜𝑢𝑑[𝜈𝑖,𝑣]𝛽

𝐶𝑙𝑜𝑢𝑑
∑

𝑢∈𝑁𝑣
[𝜏𝑢,𝑣]𝛼 × [𝜈𝑢,𝑣]𝛽

, ∀𝑖𝐶𝑙𝑜𝑢𝑑 ∈ 𝑁𝑣 (5)

𝑁𝑣(𝐶𝑙𝑜𝑢𝑑) ∶= 𝑖;

⎧

⎪

⎨

⎪

⎩

𝐶𝑙𝑜𝑢𝑑
𝑛−1
∑

𝑗=0
𝑥𝑖,𝑗 = 0

𝐶𝑙𝑜𝑢𝑑 ⃖⃗𝑏𝑣 + 𝑟⃗𝑖 ≤ ⃖⃖⃗𝐶𝑣

(6)

⃖⃗𝑏𝑣𝐶𝑙𝑜𝑢𝑑 = 𝐶𝑙𝑜𝑢𝑑
∑

𝑖∈𝐵𝑣

𝑟⃗𝑖 (7)

𝜏𝑖,𝑣 ∶= 1
|

⃖⃖⃖⃗𝐶𝑐 − (⃖⃖⃖⃗𝑏𝑣 + ⃖⃖⃗𝑟𝑖)|
(8)

𝜏i,v𝐶𝑙𝑜𝑢𝑑 = (1 − p) × 𝐶𝑙𝑜𝑢𝑑𝜏i,v + 𝛥𝑏𝑒𝑠𝑡
𝜏i,v

, ∀(𝑖, 𝐵𝑣) ∈ 𝐼𝐶𝑙𝑜𝑢𝑑 × 𝐵𝐶𝑙𝑜𝑢𝑑

(9)

𝛥𝑏𝑒𝑠𝑡
𝜏i,j

=

⎧

⎪

⎨

⎪

1
𝑓 (𝑆𝑏𝑒𝑠𝑡)

𝑖𝑓 𝑥𝑖,𝑣 = 1

0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
(10)
⎩
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Fig. 3. The program of execution algorithm.

Fig. 4. Resolving the problem of assigning virtual machines with ACO.

Fig. 5. Value space of variable 𝑥𝑖,𝑦.
19
4. Evaluation criteria

With CloudSim, developers can create seamless simulations by in-
stalling many packages ‘‘CloudletSchedulerTimeShared.java’’. Resear-
chers and developers can modify these packages to create their own
policies and algorithms. These packages are highly important in Cloud
Sim since they include the necessary components for simulating a cloud
environment. Cloudlet Schedulers can be introduced in this package
to plan how to split CPU resources between Cloudlets based on their
own policies. The default way of sharing resources is Space-Shared and
Time-Shared. This package consists of mathematical distributions such
as Lomax Distribution, to distribute probability. Other distributions
include Random Number Generator, Lognormal, Exponential Distribu-
tion, Gamma Distribution, etc. This package is essential as it defines
the provisioning policy for Virtual Machines running on a host (Fig. 6).
Various cloud service providers use it to model their infrastructure.
Depending on their hardware configuration, a cluster encapsulates
either heterogeneous or homogeneous computing hosts. A data center
characteristics model is used to model how data centers configure their
resources such as Hosts, user base, cloudlet, broker, VMM allocation,
and VM scheduler.

In this section, we present the results of the resource management
and optimization of virtual machine migration. We use the window
size of 4 in this research. In the following, we first explain the ap-
propriate evaluation criteria for each part of the proposed method to
define a specific criterion for comparing the performance of the pro-
posed method. Next, we study the proposed NeuroFuzzy performance
evaluation to estimate workload in the cloud. The cloud has many
features of demand markets because it is the only technology that
connects distributed computing resources with demand markets. One
of the main features of the market is the frequent pattern of requests.
These patterns provide a structure for product supply and demand
that helps business managers make decisions (Fig. 7). According to
the proposed architecture, cloud management planning relates to how
new customers are allocated resources. We must consider those requests
that require a large percentage of the available resources. These types
of requests indeed consume most of the available resources, but they
cannot be reassigned to new inquiries since the free spaces are hosted
on different servers, and it is impossible to present new information in
the cloud. This figure shows the implementation structure. It is shown
on the left how ACO is applied to physical and virtual machines. The
optimal resources are selected using ACO. A fuzzy-based TSK model is
represented on the right side that provides a classification for virtual
and physical machines [31]. As the solution in this research, ACO
and TSK fuzzy combinations are presented in middle (Fig. 7). The
simulated data set is based on the repetition of the demand trend
every day. It takes two minutes to create and simulate this dataset
based on the simulation criteria provided in section two. There are
24 * 30 or 720 run rounds in one day [21]. Another parameter that
should be considered is how the demands are distributed in the cloud
because it shows the distribution of demands at different times of the
day. Although workload forecasting is not time-based, the relationship
between consecutive time series values of workload determines the
forecasting method (Figs. 8 and 9). By using the proposed method in re-
source optimization, appropriate allocation details can be obtained. In
the proposed method, two approaches are used: the fuzzy method and
a metaheuristic approach. Simulations are conducted using datasets.
This kind of information is suitable for implementation using the DVFS
method [11,19]. In addition, there is a discussion of migrations with
heavy network traffic in SDAR-NFAT. Here are some traffic examples
to evaluate such as Network traffic analysis involves examining packets
passing along a network. Historically, this strategy was intended to
investigate the sources of all traffic and volumes of throughput for the
sake of capacity analysis. More recently, network traffic analysis has
expanded to include deep packet inspection used by firewalls and traffic

anomaly analysis used by intrusion detection systems. In our research,
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Fig. 6. Details on the installation of CloudSim packages.

T

we have considered the variety of traffic analysis tools such as leading
network traffic analyzer, NetFlow and OpManager.

An important issue is the effect of noise on the data and the fact that
the noise on different days should not affect the previous or future days.
An acceptable amount of noise (10) is added to the daily distributed
performance and independent of other days to prevent bias. This noise
must have an average of zero to be acceptable to add to the distribution
performance. Input requests for virtual machine allocation per day for
the simulated data set and CPU demand are shown in Fig. 10 (sections
A and B).

The Normalized Mean Error (nMSE) is a common evaluation crite-
rion that measures the magnitude of the error and does not measure its
direction. The calculation of the normal mean error is based on Eq. (11)
where 𝑇i is the concrete output and 𝑌i is the output generated by our
model for members. Regression is another criterion that measures the
reliability of the value of continuous estimation by correlation coeffi-
cient. It is between (−1, 1) and is an indicator for evaluating the linear
correlation between the actual value and the estimation of a parameter.
Zero regression shows no relationship between these two values. As
regression approaches −1 or 1, it indicates a negative or positive linear
correlation. Eq. (12) shows the reliability calculation criteria based
20
on linear regression of correlation coefficients [23]. To calculate the
dynamic resource allocation QoS, we consider the relationship between
the number of banned requests and the total number of requests. In
Eq. (13), calculates the ratio of rejected jobs arriving at time t. Finally,
resource wastage is calculated based on the free capacity of the servers
to the total capacity of the cloud servers (Eq. (14)).

nMSE 𝑛𝑀𝑆𝐸(𝐶𝑙𝑜𝑢𝑑) =
∑𝑁

𝑖=1 𝐶𝑙𝑜𝑢𝑑(𝑌𝑖 − 𝑇𝑖)2
∑𝑁

𝑖=1 𝐶𝑙𝑜𝑢𝑑(𝑌𝑖 − 𝑌 )2
, (11)

Regression 𝑅(𝐶𝑙𝑜𝑢𝑑) =
𝐼𝑛𝐶𝑙𝑜𝑢𝑑

1
𝑁

∑𝑁
𝑖=1

(

𝑌𝑖 − 𝑇
)(

𝑇𝑖 − 𝑌
)

√

1
𝑁𝑖

𝐶𝑙𝑜𝑢𝑑
∑𝑁

1

(

𝑌𝑖 − 𝑇
)2

×
√

1
𝑁𝑖

𝐶𝑙𝑜𝑢𝑑
∑𝑁

1

(

𝑇𝑖 − 𝑌
)2

(12)

he ratio of rejected jobs RR𝑡 =
Rejected𝑡
All jobs𝑡

(13)

Resource wastage 𝑊 𝑎𝑠𝑡𝑒(𝐶𝑙𝑜𝑢𝑑) =
∑𝑁

𝑖=1 𝐶𝑙𝑜𝑢𝑑(𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦𝑖 − 𝐿𝑜𝑎𝑑𝑖)
∑𝑁

𝑖=1 𝐶𝑙𝑜𝑢𝑑(𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦𝑖)

(14)
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Fig. 7. Implementation structure: On the left side, the way ACO is applied on the physical and virtual machines is shown. ACO is applied to find the best resources. On the right
side, the TSK fuzzy-based model is represented which classifies virtual and physical machines. In the center, a combination of ACO and TSK fuzzy is represented as the proposed
method in this research.
Fig. 8. An example of implementing the demand distribution function to simulate a
Dataset.

5. Experimental results

Here we present the results of the presented method. We have
compared SDAR-NFAT with the RL-based approach [21], MOPSO Ap-
proach [16], NSGAIII-based [20], WO [19], and PSOARMASVR [24]
in several evaluation sources. In the performance, we study the fuzzy
neuro-system to predict the workload and in the next section, we
introduce the evaluation criteria of the proposed model.

5.1. Neurofuzzy system performance to evaluate the system

We calculated nMSE and regression for 15 experiments with and
without noise (Table 4). The NeuroFuzzy system works well for noise
prediction despite 15 noises and is well-suited as a research tool. We
have calculated nMSE and regression for SDAR-NFAT, RL-based [23],
21
Fig. 9. Demands for virtual machine allocation with different scenarios, fuzzy and
ACO.

MultiObjectivePSO-based [20], NSGAIII-based Approach [22], Whale-
Optimization [21] and PSOARMASVR 3-Approach [28].

5.2. The performance of the dynamic resource allocation algorithm

Fig. 11 (sections A, B, and C) shows the quality of the dynamic
resource algorithm in CPU workload, number of static virtual machines,
and resource wastage. Control-based and static methods are good can-
didates for comparison. Although highly intelligent methods can model
system dynamics, they require long-term learning to achieve proper
performance in preventing rejection. Our model runs in real-time, so
highly intelligent algorithms are not suitable for comparison.

It is important to note that the real-time cloud market usually
uses static methods to prevent rejection in almost all static methods,
resource consumption is sacrificed to prevent rejection. Due to the
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Fig. 10. The load applied to the CPU increases again, blue is performing tasks, red is loading in VMs, and green is loading in PMs.
Table 4
Inputs and outputs of Neuro-Fuzzy prediction system and comparing with other
methods.

Methods Best performance Average performance

Neuro-Fuzzy algorithm R nMSE R nMSE

Without noise 0.96123 0.00843 0.96013 0.00899
5% precent of noise 0.95478 0.00763 0.95205 0.00842
10% precent of noise 0.93145 0.01591 0.92442 0.01891
15% precent of noise 0.92073 0.01943 0.91440 0.01912

SDAR-NFAT R nMSE R nMSE

Without noise 0.97845 0.00898 0.96011 0.00863
5% precent of noise 0.95294 0.00775 0.95223 0.00456
10% precent of noise 0.93122 0.01555 0.92332 0.01468
15% precent of noise 0.92113 0.01942 0.91134 0.01984

RL-basedApproach [23] R nMSE R nMSE

Without noise 0.96113 0.00543 0.96243 0.00834
5% precent of noise 0.95488 0.00463 0.95265 0.00845
10% precent of noise 0.93148 0.01593 0.92482 0.01867
15% precent of noise 0.92057 0.01444 0.91493 0.01978

MultiObjectivePSO-
basedApproach
[20]

R nMSE R nMSE

Without noise 0.93112 0.00839 0.94012 0.00800
5% precent of noise 0.93167 0.01461 0.94204 0.00855
10% precent of noise 0.91942 0.01797 0.93445 0.01791
15% precent of noise 0.91456 0.01945 0.91465 0.01823

NSGAIII-basedApproach
[22]

R nMSE R nMSE

Without noise 0.91203 0.00753 0.96013 0.02743
5% precent of noise 0.91234 0. 00843 0.85253 0.03890
10% precent of noise 0.91002 0. 01341 0.86466 0.04334
15% precent of noise 0.90273 0.01912 0.86446 0.04931

WhaleOptimization-
basedApproach
[21]

R nMSE R nMSE

Without noise 0.91126 0.00341 0.84023 0.00891
5% precent of noise 0.91441 0.00743 0.98235 0.00142
10% precent of noise 0.93143 0.01734 0.97462 0.01391
15% precent of noise 0.93054 0.01943 0.97440 0.01911

PSOARMASVR-
basedApproach
[28]

R nMSE R nMSE

Without noise 0.92127 0.00343 0.96017 0.01294
5% precent of noise 0.92448 0.00743 0.94288 0. 02242
10% precent of noise 0.93189 0.03541 0.95442 0. 03833
15% precent of noise 0.93095 0.03963 0.81445 0. 03912
22
complex mechanism of these methods, their implementation is impos-
sible, therefore we consider static methods as unpredictable methods.
Fig. 12 (sections A and B) shows the comparison function for wasting
resources and request rejection. The results suggest that our models
request resource wastage. It is also important to understand how our
algorithm works on a large number of requests. Thus, the QoS method
is presented in different application scales including small (thousand
requests), medium (5000 requests), and large (10 thousand requests)
(Fig. 13).

The average delay is examined in this section as it can be seen that
the different methods described in the research background are com-
pared. Delays are measured in milliseconds (Fig. 14). Virtual machines
and physical machines are taken into consideration in this simulation.
In the case of one physical machine and five physical virtual machines,
this behavior is observed in all delay methods. It is convenient be-
cause the processing capabilities in different modes are similar. As
the number of virtual machines increases in the proposed method,
there is less delay than in other methods. The MultiObjectivePSO-based
algorithm has similar latency as the PSOARMASVR method, the Wall
algorithm, and the NSGAIII-based Approach algorithm due to the initial
population. In all cases, the RL method has a higher latency. As we
increased the number of physical machines as well as virtual machines,
there was a delay for different modes. The trend is observed for 20
virtual machines and 4 physical machines, which have different gaps
depending on the method. By increasing the processing load on the data
center, all methods see an increase in performance. In comparison to
other methods, the PSO method and the real method have a longer
delay. The rate of improvement of the proposed method SDAR-NFAT
compared with RL-based, MultiObjective PSO-based, NSGAIII-based,
Whale Optimization and PSOARMASVR, respectively, 16.23%, 14,01%,
11,39%, 9.17%, 11.46%.

6. Conclusion

This study represents an approach to improving online resource
allocation mechanisms (SDAR-NFAT). We increase the efficiency of
these algorithms by adapting the performance of intelligent resource
allocation methods to the number of requests. In this work, predictions
are made with sliding windows and fuzzy neural systems to prepare
computational resources so that real-time requests are not met with
resources. The process of the proposed method is improved by an op-
timization process called the Ant Colony algorithm to improve energy
consumption. To optimize performance and dynamic allocation algo-
rithms in CPU workload, a number of virtual machines, and resource
wastage at different scales of demand, we distribute virtual machines
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Fig. 11. (A) Dynamic allocation algorithm in CPU workload with the number of virtual machines and resource loss. (B) Comparing the number of virtual machine performances
and wasted resources, (C) Dynamic allocation algorithm in CPU with real-time with several virtual machines and resource loss.

Fig. 12. Comparing performance in request rejection, A: Dynamic allocation algorithm in CPU with performance in request rejection a = 0.2, A: Dynamic allocation algorithm in
CPU with performance in request rejection a = 0.4.

23
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Fig. 13. Performance of the algorithms in different request scales.
Fig. 14. The details of average delay in different request scales with different VM and PMs.
n a way that utilizes the full computing power of running servers.
inally, the performance of the proposed method and approaches in
he literature are compared based on the reduction in the number
f rejections and waste of resources. Experimental results show that
nergy consumption is reduced. We suggest the following ideas to im-
rove the results of this study for future work. First, workload balance
arameters can be considered for virtual machine migration based on
oad balancing [32], then hybrid methods in meta-exploration methods
re used instead of Ant Colony, such as Ant-PSO, and Ant-Genetic.
sing reverse control-based controllers to improve synchronization
eriods is also suggested. Virtual machine migration and forecasting
nd ultimately improve the proposed architecture by adding a failure
 f

24
analysis section to prevent a system crash when burst requests. Machine
learning methods and prediction-based methods such as Markov can
also be used to optimize resources.
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