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Abstract—Vulnerability scanning tools are essential in de-
tecting systems weaknesses caused by vulnerabilities in their
components or wrong configurations. Corporations may use these
tools to assess a system in advance and fix its vulnerabilities, thus
preventing or mitigating the impact of real attacks.

A set of these tools are organized by plugins, each intended
to check a specific vulnerability, such as the case of the Tsunami
Security Scanner tool released in 2020 by Google. Multiple
plugins for this tool were proposed in a community-based
approach and thus, it is important for the users and research
community to have these plugins in a framework consistently
categorized across multiple sources and types.

This paper proposes a comprehensive taxonomy for all the 61
plugins available, hierarchically sorted into 2 main categories,
4 categories, 4 subcategories, and 7 types. An analysis and a
discussion on statistics by categories and types over time are
also provided.

The analysis shows that, so far, there are 4 main contributors,
being Google, Community, Facebook, and Govtech. The Google
source is still the top contributor counting 39 out of 61 plugins
and the highest number of plugins available are in the RCE
subcategory. The plugins available are mainly focused on critical
and high vulnerabilities.

I. INTRODUCTION

Organizations should promptly detect security weaknesses
or improper settings in their assets to prevent the successful
execution of attacks against their infrastructure. Attackers
rely more on automation which imposes limited time on
organizations to react to newly discovered vulnerabilities with
low or high severity [1]. This is even more challenging for
large organizations with hundreds to thousands of systems
connected to the Internet [2].

As part of a prevention strategy for attacks targeting vulner-
abilities, IT teams can rely on automated vulnerability detec-
tors to detect security threats at scale. A set of Vulnerability
Scanners are available, such as Nessus [3], OpenVAS [4],
Nexpose [5], or Tsunami [6].

In particular, the Tsunami Security Scanner released in 2020
by Google is a general-purpose security scanner in a pre-
alpha stage of development that uses an extensible plugin
system to detect vulnerabilities. The release of the Tsunami
Security Scanner has been followed by a set of plugin releases,
rendering it essential for these plugins to be appropriately
classified and documented, enabling its users to better perceive
its capabilities and foster the creation of new plugins for
existing vulnerabilities already detected.
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This paper proposes a taxonomy for classifying all existing
plugins of the Tsunami Security Scanner. This taxonomy
categorizes all the available plugins from the sources con-
tributing in this context and fits new upcoming plugins. The
categorization is based on the organization of the Google
Plugins directory in the Tsunami Plugins repository and the
arrangement provided by the Nessus Network Monitor plugin
families. An analysis and a discussion are also provided
on statistics by type and progress over time concerning the
currently available plugins.

This paper is organized as follows. Section II provides an
overview of related work. Section III details the proposed
taxonomy. Section IV presents the analysis and discusses the
limitations of the proposed taxonomy. Section V concludes the
paper, summarizing the main findings.

II. RELATED WORK

Current research efforts assess and compare the performance
of a set of vulnerability scanners.

In [7] the authors present a performance comparative study
between Nessus and Retina, regarding the ability to search,
Scanning Time, and the ability to detect vulnerabilities. The
results show that Nessus performed faster without the active
Web Application feature, and slower when the active Web
Application module is enabled.

In [8] the authors review and analyze Nessus, OpenVAS,
Nexpose, and GFI LanGuard vulnerability scanners in the
context of WLANS. Insights are provided following practical
utilization. The vulnerability scanners were found to address
different vulnerabilities and to present different granularity
regarding the output provided to the user. Also, it was verified
that the scan duration was not consistent across tools and does
not correlate with the number of vulnerabilities detected.

The authors in [9] assess network packet patterns made
by penetration test activities. The authors use tools such
as Winfingerprint, Superscan, Nmap, SoftPerfect Network
Scanner, NeoTrace, Nessus Vulnerability Scanner, and Path
Analyzer Pro. This work provides insights into the collection,
reduction, and analysis of packet data gathered by penetration
test toolkits.

In [10] the authors conduct a large-scale vulnerability as-
sessment of 272 higher education institutions using Nessus.
This work detected specific vulnerabilities and it was produced
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an automated report mechanism to enable efficient vulnerabil-
ity remediation. Their enhanced reports address 27.80% of
vulnerabilities found in scanned institutions.

Authors in [11] provide a framework for testing the perfor-
mance of vulnerability scanners applied to small and medium-
sized enterprises. The authors compare Nessus, OpenVAS,
and Nmap Scripting Engine in regard to how they can be
used to automate the process of Risk Assessment in these
organizations.

A set of research works have used the Tsunami Security
Scanner in their research. In [12], the authors carried out an
offensive security assessment of a smart tourism application
that uses location proofs, with a set of vulnerability scanners
including Tsunami. The results showed that Tsunami failed
to detect any vulnerabilities, in contrast to other scanners
assessed.

In [13], the authors compared four different security scan-
ners OpenVas, Nessus, Nexpose, and Tsunami, and eval-
uvated their computational, memory, and network resource
usage, as well as their ability to detect vulnerabilities. They
conducted experiments using a test bed consisting of four
virtual machines. The authors conclude that Tsunami did not
have enough plugins to be compared with the other assessed
scanners.

None of the reviewed works targets the organization or the
classification of the plugins of the Tsunami Security Scanner
nor aids in fostering the development of new plugins for this
scanner.

III. PROPOSED TAXONOMY

According to Tsunami Security Scanner Documentation
in [14], this scanner operates following the workflow presented
in Fig. 1.

> Detectors Scan
2.2) © Result

Reconnaissance
Report

Detection
Report

Fig. 1: Tsunami Security Scanner Workflow (based on [14])

The workflow consists of two main phases: Reconnais-
sance (1) and Vulnerability Verification (2), each with a set of
2 activities. In the phase of reconnaissance, Tsunami receives
information about the target (IP addresses and hostname) and
gathers more information (such as open ports, protocols, net-
work services, and installed software) with PortScanner (1.1)
plugins. Fingerprinter (1.2) plugins may or not be used to
supplement the information obtained. At the end of this
phase, a reconnaissance report is produced. In the second
phase, the Vulnerability Verification (2) phase, the Tsunami
Security Scanner performs a Detector Selection (2.1) to select
the necessary plugins and executes the detectors (2.2), each

detector checking a potential vulnerability identified in the re-
connaissance phase. In the end, a detection report is generated.

The proposed taxonomy follows the described workflow and
uses these phases as main categories to classify the available
plugins. A Dataset of all plugins was created and published
in [15]. Fig. 2 presents the main categories, the categories, and
the subcategories included in the proposed taxonomy.

1.1) PortScan

1.2) Fingerprinters

2.1) Detector
Selection

2.2) Detectors

1) Reconnaissance

2) Vulnerability
verification

2.2.2) Credentials
2.2.3) Exposed UI

2.2.4) Directory traversal‘

Fig. 2: Proposed main categories, categories, and subcategories

The two main categories are divided into a set of cate-
gories (according to the activities); in Reconnaissance the two
categories are PortScan and Fingerprinters; in Vulnerability
Verification, to categorize the plugins it was adopted the
organization of the Tsunami plugin repository, specifically the
Google plugins directory, which includes four subcategories
RCE, Credentials, Exposed Ul, and Directory traversal. These
subcategories were already being used by Google, and they
were used to categorize all the existing plugins, from all
sources. Each subcategory can be described as follows.

A Port scan plugin is used in the Port Scanning Phase to
identify open ports, protocols, and network services on the
target. These plugins can be considered as wrappers around
existing tools such as Nmap [16].

A Fingerprinter plugin is used to identify the specific
software type and version running on a host during the
Fingerprinting Phase. They may complement the information
obtained during the Port Scanning Phase and help to identify
all the services running on the target, particularly in cases
where multiple services are running on the same port.

A Remote Code Execution (RCE) plugin detects an RCE
vulnerability, i.e. a vulnerability where an attacker executes
malicious code on a remote device with web applications,
operating systems, and network devices. By exploiting this
vulnerability, the attacker can gain full control of the system,
resulting in data theft, unauthorized access to sensitive infor-
mation, and disruption of system operations.

A Credentials plugin detects a vulnerability in the authen-
tication credentials of a system or application that enables
unauthorized access to sensitive data or systems, e.g. by using
weak passwords, default/hard-coded credentials, or insecure
storage and transmission of credentials.

The Exposed Ul plugins find vulnerabilities in applications
with a user interface allowing scheduling tasks and running
commands. Some of these applications are used to automate
tasks, and if exposed without proper authentication, attackers
can execute malicious commands.
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The Directory traversal plugins verify the existence of a
web security vulnerability that allows attackers to read and
write arbitrary files (including sensitive data, credentials, and
operating system files) on the server that hosts an application.
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Fig. 3: Proposed types

The proposed taxonomy also classifies the existing plugins
into the following seven types. These types are presented in
Fig. 3 with distinct colours for each one of the following types:
CGI, Network, Web App, Web Server, Database, Generic,
and Cisco. These types are derived from the Nessus Network
Monitor Plugin Families [17], with the exception of the Cisco
type, which is present in other Nessus families and it is suitable
for categorizing the Cisco plugins. The types can be described
as follows.

A Common Gateway Interface (CGI) type plugin is used to
detect vulnerabilities in the interfaces between web servers and
clients that use CGI scripts used to execute dynamic content
on web pages, such as contact forms, search bars, and e-
commerce applications. Vulnerabilities in these interfaces can
result in data breaches, website defacement, and other types
of cyber attacks.

A Network type plugin detects security vulnerabilities in the
software, hardware, or organizational processes that can result
in a security breach when compromised by a threat. Attackers
exploit these weaknesses to gain unauthorized access, steal
sensitive information, disrupt normal system operations, or
take control of a compromised system.

A Web App type plugin is intended to detect system
vulnerabilities that attackers can use to compromise web
applications. These differ from other vulnerabilities as web
applications interact with multiple users, making them an at-
tractive target for attackers because of their open nature. They
can exploit these vulnerabilities to gain unauthorized access,
steal sensitive information, and disrupt normal operations.

Web Server type plugins intend to check vulnerabilities
in the front-end applications, databases, or operating systems
that can lead to web server vulnerabilities. Examples of web
server vulnerabilities include cross-site scripting, SQL injec-
tion, and file inclusion vulnerabilities. Attackers can exploit
these vulnerabilities to gain unauthorized access, steal sensitive
information, and disrupt normal system operations.

A Database type plugin detects a vulnerability in databases
that, if exploited, provides attackers unauthorized access, com-
promises data integrity, or disrupts database operations.
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The Generic type plugin provides a wide range of capabili-
ties to detect potential network security issues from SSL/TLS
vulnerabilities, File sharing vulnerabilities, Denial of Service
(DoS) and more.

Cisco plugins are used to verify the status of vulnerable
protocols or services in Cisco devices.

The proposed Taxonomy is presented in Fig. 4, and it
includes 4 categories, 4 subcategories, 7 types, and 61 plugins
(all existing to date), hierarchically sorted.

IV. ANALYSIS AND DISCUSSION

The proposed taxonomy is intended to organize all existing
plugins, provide an overview of already existing plugins for
reconnaissance and vulnerability verification phases, and is
ready to fit new plugins. Until now there are 4 main sources
contributing to the range of existing plugins: Google, Com-
munity, Facebook, and Govtech, contributing differently to
the subcategories and the types of the proposed taxonomy.
Table I presents the number of plugins released by Source,
Subcategory and Type (empty cells indicate that no plugins
were released). The release date is defined as the first commit
made in each plugin directory present in the GitHub repository.
From this date, any user can import it to their Tsunami tool,
even if the plugin is not yet fully finished, as presented in
the dataset created [15]. The results show that the majority
of plugins for the Tsunami Security Scanner are currently
developed by Google, with 39 out of 61 plugins being created
by the company, and ExposedUI and PortScan plugins were
only released by the company. In the case of Fingerprinters,
the existing plugin was released by Google, despite it having
later updates from both Google and the Community. Cisco
plugins are exclusively released by Govtech or Facebook and
these are the only plugins produced by these sources. Google is
the sole creator of Databases and Generic plugins. In general,
there are more plugins in the subcategory of RCE vulnerability
detection (35) and for the CGI type.

TABLE I: Number of plugins by Source, Subcategory and
Type

Sources
Google | Community | Facebook | Govtech | Total

PortScan 1 1
8 | Fingerprinters 1 1
§n RCE 21 13 1 35
2 Credentials 2 2 4
2 | ExposeUI 11 11
& | DirectotyTraversal 3 5 1 9

Total 39 20 1 1
CGI 18 8 26
Network 3 1 4
Web App 9 5 14
é Web Server 6 6 12
> | Database 2 2
Generic 1 1
Cisco 1 1 2

Total 39 20 1 1

Fig 5 presents the distribution of the existing plugins per
Source by quarter. The results show that the major number of
plugins were proposed in Q1/21 only by Google, and only one

plugin was released in Q3/20 and Q2/21, created by Govtech
and Facebook, respectively, and were the only plugins released
by these sources during all quarters. Community-made plugins
started to appear in Q4/21, which can be attributed to the
rewards program [18] that started in September 2021 that
offered monetary rewards ranging from $500 to $3,100 for
each plugin developed by the community.
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Fig. 5: Number of Plugins per Source by Quarter

Fig. 6 presents the number of plugins by subcategory
released by quarter. The results show that in most of the
quarters, there is at least one RCE plugin released, following
the main goal of focusing on RCE-like vulnerabilities [1].
The results also show 5 plugins in the directory traversal
subcategory in Q4/21, which corresponds with the rise of
community-made plugins during the same period.
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Fig. 6: Number of Plugins per Subcategory by Quarter

Fig. 7 presents the number of plugins by type released by
quarter. The results show that the majority of plugins remain
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concentrated within the CGI type, with a total of 26 plugins,
present in most of the quarters. In contrast, types such as
Database and Cisco have only two plugins each, which is
comparatively low compared to other types. Furthermore, it is
shown that Database plugins did not appear until 2022, similar
to Generic plugins.
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Fig. 7: Number of Plugins per Type by Quarter

From the results presented, it can be seen that on average,
5.5 plugins are released per quarter and even in quarters with-
out any release, there is an activity in the GitHub repository
by researchers fixing existing plugins, mainly from Google or
from the community.

The existing plugins have different severity grading. Table II
presents the number of plugins per Subcategory for each of the
used CVSSv2 and CVSSv3 scores. There are no plugins from
the reconnaissance phase since they do not have a Common
Vulnerabilities and Exposures (CVE). The results show that
the majority of the Tsunami plugins have a high CVSS score,
which is on average 9.07 for CVSSv3 and 7.29 for CVSSv2.
According to [19] and [20] , scores above 9 for CVSSv3 and
7 for CVSSv2 are considered critical and high, respectively.
Only 38 plugins in CVSSv3 and 40 plugins in CVSSv2 have
a CVE associated. This might be due to the fact that some
vulnerabilities have not been publicly disclosed and have not
been assigned a CVE, or that the plugin targets a vulnerability
that is specific to a particular environment or configuration.

V. CONCLUSION

The use of security scanners is important for pre-screening
existing vulnerabilities or miss configurations. The Tsunami
security scanner is one of the options which is still in the "pre-
alpha” stage. This tool has the potential of being a community-
driven and plugin-based security scanner.

This paper presents a taxonomy to organize a total of
61 existing plugins hierarchically sorted. The plugins are
hierarchically sorted into 4 categories, 4 subcategories, and 7
types. The proposed taxonomy intends to provide an overview

TABLE II: CVSSv2 and CVSSv3 Scores per Subcategory

Subcategory
RCE | Credentials | Exposed UI | Directory Traversal | Total

4.3 1 1 2

4.6 2 2
3150 5 5
g [65 1 1
2 1768 3 1 4
< [75 17 1 1 19
v [ 9.0 2 2
593 i 1

10.0 5 5

Total 31 3 1 6
172 T 1
g 7.5 2 6 8
3|81 3 3
o [ 88 1 1 2
298 18 2 1 21
> | 10.0 3 3
© [Total |30 3 1 6

of already existing plugins released, and enable future fitting
of new plugins.

From the analysis provided an average of 5.5 plugins are
released per quarter and, so far, there are 4 main sources
contributing to the range of existing plugins: Google, Com-
munity, Facebook, and Govtech. These sources contribute
differently to the subcategories and the types of the proposed
taxonomy, however, the results show that the Google source
is still the top contributor with 39 out of 61 plugins. The
highest number of available plugins is reached in the RCE
subcategory. The plugins available detect vulnerabilities with
different severity ratings, however, they are focused on critical
and high vulnerabilities.
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