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ABSTRACT
Cyberattacks exploit deceptions involving the Domain Name Ser-
vice (DNS) to direct users to fake websites, such as typosquatting
attacks, which exploit natural typographical errors, and homograph
attacks, where different Unicode characters resemble the legitimate
ones.

The deception attacks may also exploit the confusion between
DNS domain names, specifically Top-Level Domains (TLDs), and
file extensions. Recently, two new TLDs were added, “zip” and
“mov”, sharing names with certain file types. This overlapping can
be explored by malicious actors in a range of threat scenarios to
compromise user security.

This paper provides an overview of threats originating from
the confusion between specific TLDs and file extensions, such as
the recent “zip” and “mov”. The threats are grouped into 6 threat
scenarios that are described and discussed. This research can be
part of a more comprehensive strategy that includes addressing the
risks associated with these threats and designing future strategies
to address the threats associated with exploiting this ambiguity.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy; Web application security; Domain-specific
security and privacy architectures; • Information systems→World
Wide Web.
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1 INTRODUCTION
The Domain Name Service (DNS) is an important internet service
that supports the translation of domain names into IP addresses.
As with other services, the DNS is the target of multiple attacks
aiming at its availability or stability.

Specific attacks exploit the deceptions involving the DNS ser-
vice to direct users to fake websites, such as typosquatting attacks,
exploring natural typographical errors commonly made when man-
ually entering a Uniform Resource Locator (URL), or homograph
attacks, which deceive users using different Unicode characters. An
example of the latter is the publication of CVE-2018-4277 [8] that af-
fected the Safari browser on Apple products, where a Latin-specific
unicode (U+A771) was used to trick the end-user by successfully
spoofing the letter “d” causing ambiguity in rendering [16].

A DNS deception attack can also exploit the confusion between
Top-Level Domains (TLDs) and file extensions. TLDs are located at
the top of the domain name hierarchy of DNS and provide a logical
categorization of web addresses, identifying websites, and provid-
ing information about the nature and origin of online resources.
Internet Assigned Numbers Authority (IANA) [4] defined that a
subset of the TLDs, the Generic Top-Level Domains (gTLD), can
take multiple forms and, in 2012, Internet Corporation for Assigned
Names and Numbers (ICANN) opened an application window for
the first application round accepting proposals of new TLDs [5].

More recently in 2023 [17], to expand options for users and
businesses, Google proposed a set of new TLDs including “.zip” and
“.mov” [17]. These new TLDs overlapping their name with known
file extensions, can be the trigger of security threats [13].

This paper provides an overview of threats originating from the
confusion between specific TLDs and file extensions, such as the
recent “zip” and “mov”.

The remaining document is organized as follows: Section 2
presents the related work. Section 3 details the threat scenarios.
Section 4 presents the conclusions and future work.

2 RELATEDWORK
The attacks exploiting deceptions in the DNS service, such as Inter-
nationalized Domain Name (IDN) homograph attacks, or typosquat-
ting attacks, have been an active threat [10, 12].

A set of research works are focused on TLDs operators. In [3],
the authors addressed DNSs security and stability through a control
plane for TLDs operators. Also, this work provides insights into
mitigating vulnerabilities in specific TLDs, including cases where
identical file extensions may represent security risks.

The authors in [14] analyzed DNSs configurations and their se-
curity by examining resource records of TLDs. It is also discussed
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that an analysis of DNSs configurations can provide valuable in-
formation on how to avoid ambiguities and associated security
risks.

The article in [1] presented a tool to detect malicious domains
using statistical IDN features in TLDs. While this work focuses on
detecting malicious domains, it can offer insights into identifying
potential TLDs with identical file extensions that attackers may
exploit.

The confusion between file extensions and TLDs is also discussed
in a set of research works. In [11], the authors explored the evo-
lution and adoption of TLDs and Domain Name System Security
Extensions (DNSSEC). In this research work the authors discussed
how the evolution of TLDs can help to contextualize the issue of
identical file extensions and their implications for cybersecurity.

In [2], authors highlighted the emergence of using file extensions
as TLDs, presenting a possible future exploitation vector where
such ambiguity can result in security loopholes.

In [6], the author concluded that new TLDs represent a serious
cybersecurity risk and could be used to bypass security measures.
The authors also recommended that organizations take security
measures to protect themselves from these risks.

Additionally, the author in [7] underscored the significant con-
cern the new scenario brings to cyberspace, further reinforcing the
need to adopt respective countermeasures.

To our knowledge, no previous work enumerates the threats orig-
inated by the confusion between specific TLDs and file extensions,
such as the recent “zip” and “mov”.

3 THREAT SCENARIOS
The confusion between TLDs and file extensions may be explored
in multiple attack forms. The threats and the set of attacks asso-
ciated with this confusion reassemble in Open Redirects attacks,
Phishing attacks, Supply Chain attacks, Cryptocurrency Mining
Scripts, Domain Spoofing, and Social Media Spambots.

These attacks can be depicted as follows:

(1) Open Redirect attacks - an Open Redirect attack can be per-
formed using a trusted TLDs to a malicious URL with “.zip”
extension and deceive users. For instance, the legitimate
website:
https://go.dev/linux-amd64.zip
may have an open redirect pointing to a malicious website
by using the following:
https://go.dev@linux-amd64.zip
When checking the Uniform Resource Identifier (URI) pars-
ing any element before the “@”will be ignored by the browser
and will forward the end user to the malicious domain:
http://linux-amd64.zip

(2) Phishing - Phishing attacks are well-known for exploiting
users’ trust and leading them to malicious websites through
deceptive URLs. In this scenario, phishing scams make use
of the “.zip” TLDs to host websites that resemble legitimate
download portals. Unsuspecting users can be tricked into
believing that they are downloading an authentic “.zip” file
when they are being redirected to a malicious website. Using
the “.zip” TLDs helps mask malicious links as legitimate file

downloads, thereby increasing the effectiveness of phishing
attacks and the success rate of deceiving victims.

(3) Supply Chain Attack - Threat actors can compromise the
supply chain of legitimate software, or service, by inserting
malicious “.zip” files with misleading TLDs. When down-
loaded and executed by users, these files can introduce mal-
ware into systems as they are perceived as legitimate files.
These attacks can have a high impact as happened in the
SolarWinds case in [15], where the consequences of such
attacks highly impacted organizations and their customers.
After this severe cyber incident, it is estimated that the mon-
etary loss was approximately $90M, as reported by BitSight
[9].

(4) Cryptocurrency Mining Scripts - Hackers can host websites
with the “.zip” TLDs that automatically runs cryptocurrency
mining scripts on visitors’ machines. These scripts can be
disguised as part of downloading or unpacking files. The
rationale for downloading a “.zip” file may serve as an ex-
planation for the high processing consumption, typically
associated with cryptocurrency mining, thereby reducing
the likelihood that users will suspect and identify malicious
activity.

(5) Domain Spoofing - In this attack, the actors create websites
using the “.zip” TLDs, which are designed to closely resem-
ble the legitimate domains of trusted organizations. The aim
is to trick users into providing confidential information or
performing malicious actions. Using the “.zip” TLDs on these
spoofed domains can bring an additional appearance of le-
gitimacy, making it more likely to trick unsuspecting users
into trusting and interacting with the malicious website. For
instance, a legitimate domain hosting a download file such
as:
https://go.dev/dl/go1.20.1.linux-amd64.zip
can be spoofed to the following malicious website:
https://go.dev.dl.go1.20.1.linux-amd64.zip

(6) Social Media Spambots - Criminals can use websites with
the “.zip” TLDs to host malicious content or links, which
are then spread through social media spambots. These links
may pose as “unique” downloads or “leaked” files to trick
users into clicking on them. Using the “.zip” TLDs can make
these links appear as harmless file downloads, increasing
click-through rates, and the potential spread of malware.

The above-enumerated attacks explore a range of threat scenar-
ios derived from the confusion between TLDs and identical file
extensions. Identifying and categorizing these threats helps foster
a proactive approach to enhance the security of systems and users.
Understanding these attack vectors is fundamental to developing ef-
fective protection strategies and protecting digital assets regarding
evolving cyber threats.

4 CONCLUSION
A set of deception attacks exploits the confusion between DNS
domain names, such as typosquatting and homograph attacks. A
subset of these attacks exploits the confusion between TLDs and
file extensions. The introduction of two new TLDs, “zip” and “mov”,
enables exploiting these names’ ambiguity by malicious actors, and
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a range of threat scenarios to compromise user security can be
enumerated.

This paper provided an overview of threats stemming from the
confusion between specific TLDs and file extensions. The threats
are grouped into 6 attacks, namely Open Redirects attacks, Phish-
ing attacks, Supply Chain attacks, Cryptocurrency Mining Scripts,
Domain Spoofing, and Social Media Spambots.

This research can be part of a more comprehensive strategy
that includes addressing the risks associated with these threats
and designing future strategies to address the threats associated
with exploiting this ambiguity. Ultimately, the research in this area
can strengthen user protection and enhance the reliability of their
online interactions.
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